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SelectSurvey.NET Install Guide v5

Updated 5-31-2024 (v5.066.000) to add TWILIO SMS Texting features to web.config.
Updated 11-15-2023 to add Universal from email and 2 factor authentication info.

This guide has more detailed information and helpful points for hosted customers. See Appendix D of this
document for common problems and solutions.
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Requirements Summary

The SelectSurvey.NET Server Software requires a dedicated server with the below basic
requirements:

1. Dedicated Windows Server 2008 or later (Microsoft Internet Information Server 1IS7 or
later) with @ minimum of 2 Gigabytes of RAM.

2. .NET Framework 4.6.1 must be installed on the server, this build targets 4.6.1 for the TLS
1.2 requirements. A .net 4.5 application pool is required (that targets 4.6.1). (See Appendix
A for details)

3. Microsoft SQL 2008R2 or later is required.

4. SMTP services installed on web server (recommended) or access to external SMTP.

Installation Checklist

The steps to install SelectSurveyNET are as follows:

¥ 1. Download and Unzip files.

Copy “files to copy to IIS” to web server.

¥ 2. Place files on Web Server and Configure Web Server.

Configure IIS root folder as an application to use .Net 4.6.1 Framework application
pool.

¥ 3. Configure your database.

Write down connection string for next step.
¥ 4. Edit the WEB.CONFIG.

Enter your database connection string into the web.config. Edit other keys with
your customized information. Enter LICENSE KEY in space provided or you will
see free trial message. License key is generated in your customer account page
on classapps.com on the product download page.

¥ 5. Login to set Global Application Settings after logging in with the browser.

Adjust default settings in the “admin tools” > “application wide settings” with the
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web browser.

Detailed Instructions for above steps:

Place Files on Web Server and configure IIS.

1. Download and Unzip files.
Unzip the files to a temporary directory. The zip file contains a folder of files to copy to the web server
titled “Files to copy to IIS”, and a folder containing the solution project file and source code titled
“Source Code” for development and customizations.

2. Place files on Web Server and Configure Web Server.
Copy the files inside the folder “Files to copy to IIS” to either your root web site folder or create a virtual
directory in IIS that points to where your put the files, with whatever name you choose. Right click the
folder in IIS 7 and click “convert to application”. Select “.net 4.5 application pool”.
SelectSurvey.NET uses Microsoft .net 4.5 Framework.

Note for Hosted Environment: If your hosting provider does not allow you to configure a sub folder or
virtual directory as an “application” you will have to put the application in the top or root folder of your
web site or ask the hosting provider to configure the folder for you.

Page 5 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



1
classapps

@ |[§' b SHERYL-VAIO P» Sites P Default Web Site » SelectSurveyNET-TRUNK » src »

File View Help
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‘*EI _ReShart =5 Add Virtual Directory.. HTTP HTTP L
Eg E:Jag;f;[ Manage Folder 5 Redirect  Respon..
v DB Scrip| & Refresh a
DEI docs 2 Switch to Content View SSL Settings
b7 OneOff
0@ sref
» . UnitTest Management
»-[] SelectSurveyNET-TRUNK-PreCompiled
© 3 WebSamples = |@ Features View |E| Content \

[ o T I

Convert the web folder to an application in IIS7

figure 1 (Internet Information Services (IIS) Manager 7)

Page 6 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



1
classapps

v (General)
Application Pool -NET v4.5
Physical Path
Physical Path Credentials S = X
Physical Path Credentials Logon Type o
Preload Enabled Application pook
Virtual Path NET v45 v
v Behavior Properties:
Enabled Protocols
.Net CLR Version: 4.0
Pipeline mode: Integrated
oK Cancel

Set Application Pool to .NET 4.6.1 in IIS7.

Also, make sure the Default.aspx page is set as the default document:
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ﬁa Internet Information Services (IIS) Manager _ .2“ El;ﬂ‘
w [ » SHERYL-PC » Sites » Defoult WebSite b SelectSurveyNET3 » | h@- |
I File View Help |
2 et
Default Document
# @ The file ‘'default.aspx’ exists
__ n in the current directory. It is
" ] SelectPol Use this feature to specify the default file(s) to return when a client does recormnmended that you
>-E SelectPoIIPreCorr?p not request a specific file, Set default documents in order of priority. move this file to the top of I
?"ﬁ SelectSurvey_Projec the list to improve
B[] SelectSurveyASPVE, Name Entry Type performance.
Q--ﬁ SelectSurveyMaya default.aspx Inherited
Df‘ SelectSurveyMETL Default.htm Inherited _
i -] SelectSurveyNET2 Default.asp Inherited Add...
p [ SelectSurveyNET2-[ index.htm Inherited ¥ Remove
b <[] SelectSurveyNET2P|= index.hitml Inherited £ Move Up
4 @ SelectSurveyMNET3 iisstart.htm Inherited ‘
-] _do notinclude Mave Down
DEI App_Code Disable
»-[] App_Data Revert To Inherited
&[] App_GlobalRest
DE App_Themes 0 HEII_J
> -8 bin Online Help
e, | [ Features View 8 Content View
Configuration: 'Default Web Site/SelectSurveyMET3" web.config qi:g
T Z — 3 ;

—
figure 2 (Internet Information Services (IIS) Manager 7)
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Eile View Help

483 SHERYL-VAIO (Sheryl-VAIO\Sheryl)
i 2 Application Pools
4.08] Sites

4 &) Default Web Site
bfl aspnet_client

»-[] backup of old trunk 5-7-2013

»-7] ClassAppsSYN

»-[1 ClassAppsV2

» [ ClassAppsV3

-1 ClassAppsV3_Publish

»@ D1

.1 EngageHealth

-3 HouseOfUshervl

% HouseOfUsherV2
»-% MSMQ

| » -1 SelectPollPrecompiled

‘ - SelectPollSource
-7 SelectSurvey.NET-website-v2
-7 SelectSurveyNET4-0
bfl SelectSurveyNET4-0-PreCompiled
Dﬁ SelectSurveyNET-Hosted
bfl SelectSurveyNET-Hosted-PreCompiled
4[] SelectSurveyNET-TRUNK

v+ svn

-1 _ReSharper.TRUNK

1~ BugTracking

= e s ~

< | 1

»

ﬁ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with
worker processes, contain one or more applications, and provide isolation among different applications.

Filter: - (8 Go - & Show All | Group by: No Grouping -
Name Status .NET Framework .. Managed Pi.. Identity Applications
E}ASP.NET v3.5 Started v2.0 Integrated ApplicationPoolldentity 3
LY ASP.NET v4.0 Started v4.0 Integrated ApplicationPoolldentity 0
L ASP.NET v4.0 Classic Started v4.0 Classic ApplicationPoolldentity 0
¥ Classic NET AppPool Started v2.0 Classic ApplicationPoolldentity 1
L@ DefaultAppPool Started v4.0 Integrated ApplicationPoolldentity 6
< | 1 | »

[ Features view | Content View

figure 3 (Internet Information Services (IIS) Manager 7)
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fm

X

Add Application Pool...
Set Application Pool
Defaults...

Application Pool Tasks
Start
Stop
Recycle...
Edit Application Pool
Basic Settings...
Recycling...
Advanced Settings...
Rename

Remove
View Applications

Help
Online Help

%
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Advanced Settings

B (General)

MNET Framework Version
Enable 32-Bit Applications
Managed Pipeline Mode
Name

Queue Length

Start Automatically

CPU

Limit

Limit Action

Limit Interval (minutes)
Processor Affinity Enabled
Processor Affinity Mask
Process Model

Identity

Idle Time-out (minutes)
Load User Profile
Maximum Worker Processes
Ping Enabled

\r4.D-|

True

Integrated
DefaultAppPool
1000

True

0

MoAction

5

False
4294967295

ApplicationPoolldentity
20

True

1

True

Ping Maximum Response Time (seconds) a0
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0

= B  Piembha i

.NET Framework Version

[managedRuntimeVersion] Configures the application pool to load a specific version of the
NET Framework. Selecting "Mo Managed Code” will cause all ASP.NET requests to fail.

OK ‘ | Cancel

11S7 Application pool settings for 64 bit servers: Set Enable 32-bit applications - True.

Configure the Production and Archive Databases.

SQL Server 2008R2 or later required

You will be creating 2 SQL server databases with the name of your choosing. One will be for production and
one will be for archived surveys and responses.

Page 10 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



|I |
NOTE: If you are upgrading from a prior version, please refer to the steps in the document found in the

install folder of the zip file: “upgradeprocess2019-v5.pdf” and you do not need to follow this installation
guide.

Create the production database:

You can name the database and archive database whatever name you choose in this format:

Acme_Production (production database)
Acme_Archive (archive database)

Right click in SQL Server management studio New Database.

File Edit View Tools Window Community Help

D NewQuery | [y |fB B B | |5 & 9 | B

Connect~ | 3} 83 w T 2] &
- I .

Ea Sy New Database... I
W4 agach.
|y 4-C
[j au Restore Database...
L] au Restore Files and Filegroups...
B2 gt powershel
| em
[] ctg Reports 3
G E}.ﬁ Refresh A8
m [l ni

% Registered Servers @ Object Explorer |

Output

a. Ready
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ﬁ Filegroups Database name:

Qwner:

[¥] Use fulltext indexing

Database files:

Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth

survey Rows ..  PRIMARY 2 By 1 MB, unrestricted growth
survey_log Log Mot Applicable 'I By 10 percent, unrestricted growt

Connechbon

Server:
ATOMICE\SQL2008R2

Connection:
sa

Sj Wiew connection properties

Progress
Ready

Remove

| Lo )

L__' oCE
|j productcart
L__' safety-kleen
@ [ st =
. L—' Mew Database...
[ un
Lj um| Mew Query
L__' Script Databaseas  »
[+ Securit
[ Secur Tasks 3
[ Server
[ Replicz Policies ’
(4 Manag Facets
Start PowerShell |
| 1,
| %Regiﬁered Sery o g 5
5' Output Rename
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ment Studio N RS &

'reject Debug  Tools Window Community Help
Bk SHS B
- |Fheane] > = v 3 S RED =2 Es 4,

R LQueryl.sql - AT...2.4-053 (sa (52))* |
5 Execute

T 10501600 E CREATE TABLE [dbo].[sur id generatiom] |
AL Server10.50.1600 - = L [next available id] [int] NOT NULL ,
} OH

4
I

[mame] [varchar] (40) NOT NULL
[PRIMARY]
=0

£ CREATE TABLE [dbo].[sur item] |
[item id] [int] NOT NULL ,
b-2011 [item type id] [int] NOT NULL ,
[item text] [ntext] NULL ,
litem sub textl Intextl NOLL .

b. Load the tables into the database. The script for the tables is located in the file,
"SelectSurveyNETTables.txt," which is located in the
"SelectSurveyNET\Documentation\MSSQLScripts\MSSQL 2000 2005 and 2008\New Install " directory.
The best way to load the tables is to open Microsoft Query Analyzer, open the file,
"SelectSurveyNETTables.txt," from Query Analyzer, and execute.

c. Load the required meta data into the database. The script for the meta-data is located in the file,
"SelectSurveyNETData.sql," which is located in the
"SelectSurveyNET\Documentation\MSSQLScripts\MSSQL 2000 2005 and 2008\New Install " directory.
The best way to load the meta-data is to open the file, "SelectSurveyNETData.txt," from Microsoft
Query Analyzer, and execute it.

d. Update web.config:
<add key="SUR DATABASE TYPE" value="SQLServer" />
<add key="SURVEY APP DB DRIVER" value="SqglClient" />
<add key="SURVEY APP ACTIVELY CLOSE CONNECTIONS" value="true" />
<add key="SURVEY APP CONNECTION"
value="Server=YourSQLServerNameOrIP; Database=SelectSurveyNET; Trusted Connection=yes;"

/>
(use your connection string credentials, the above is an example only)
Create the archive database:
You can name the database and archive database whatever name you choose in this format:

Acme_Production (production database)
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Acme_Archive (archive database)

NOTE: THE ARCHIVE DATABASE MUST BE ON THE SAME SQL SERVER AS THE PRODUCTION
DATABASE FOR THE ARCHIVE AND RESTORE SCRIPTS TO RUN PROPERLY.

1. Create an “Archive Database” (optional but recommended in case someone deletes their survey and
responses accidentally). This feature copies the survey and responses to an archive database and
the user can restore it through the interface on the survey list page themselves without IT having to
restore a database backup. When they archive a survey it deletes it from the production database
after it is successfully copied to the archive database.

a. Create a separate empty database using the new db install TABLE script only. Call the
database name the same as your production db name with “_Archive” after it. Such as:
i. Acme_Production (production database)
ii. Acme_Archive (archive database)
b. Add the archive connection string to your web.config:

<add key="SURVEY_ARCHIVE_CONNECTION"
value="Server=yourserver;Database=Acme_Archive;UID=username;PWD=password;"/>

If you don’t want to or can’t create an archive database, make sure the archive connection
string is EMPTY so that an error does not occur:
<add key="SURVEY_ARCHIVE_CONNECTION" value=""/>

NOTE: WHEN YOU UPGRADE PRODUCTION DATABASE YOU MUST ALSO RUN THE SAME UPGRADE
SCRIPT ON YOUR ARCHIVE DATABASE, TO ENSURE THE ARCHIVE AND RESTORE SCRIPTS RUN
SUCCESFULLY AND THAT THE DATABASE STRUCTURE MATCHES.

Ensure your database connection string is correct before continuing. You should be able to bring up the login
page of the application if your connection string is working. You can right click the app in IS and click “browse” to
see if the application comes up or not. If there is an error connecting to the database it will show an error if you
are browsing on the server itself.

Edit WEB.CONFIG file for SMTP EMAIL AND SMS TEXTING.

3. Edit the WEB.CONFIG file (required) with textpad or notepad to set email parameters.
Also in the file, "Web.config," there are several constants under the heading "EMAIL CONFIG VARIABLES".

SelectSurveyNET utilizes the System.Web.Mail namespace included in the .NET Framework for sending
email. Read the comments in the web.config for how to set these values.

You will be setting the local or remote email server to be used for email list sending, SMS text messages,
automatic response emails. The software supports local IIS6 SMTP, or remote SMTP services such as
SendGrid or your company exchange server, or gmail.
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NOTE: THERE ARE 2 places in the web.config for email settings!

Place 1: Email
<add key="smtphost" value="smtp.gmail.com"/>
<add key="smtpport" value="587"/>

<add key="smtpusername" value="yourusername"/>
<add key="smtppassword" value="yourpassword"/>

Place 1: SMS TEXTING TWILIO OPTIONS

<!-- SMS TEXTING SMS GATEWAY PROVIDER SETTINGS -->

<!-- twilio goes into the smshost value field-->

<!--EXAMPLE:<add key="smshost" value="twilio" />-->

<add key="smshost" value=" " />

<!-- Twilio accountSid goes in smsuser value field-->

<!--EXAMPLE:<add key="smsuser" value="putyourTwilioaccountSidHere" />-->
<add key="smsuser" value=" " />

<!-- Twilio authToken goes in smspassword value field-->
<!--EXAMPLE:<add key="smspassword" value="putyourTwilioauthTokenHere" />-->
<add key="smspassword" value=" " />

<!-- Twilio from phone number goes in smssender value field-->
<!--EXAMPLE:<add key="smssender" value="+18161231234" />-->

<add key="smssender" value=" " />

<!-- END OF SMS TEXTING SMS GATEWAY PROVIDER SETTINGS -->

Place 2:
<mailSettings>
<smtp>
<!-- host should be "smtp.yourisp.com", some isp have different
port, check with them, update your username and pass below -->
<!-- defaultCredentials="true" remove if error or timeout -->

<network host="127.0.0.1" port="25" userName="username"
password="password" defaultCredentials="true" />
</smtp>
</mailSettings>
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Edit WEB.CONFIG set LICENSE KEY and remaining keys.

4. Edit the WEB.CONFIG to add in license key settings. Set values for all other web.config settings,
which would include license keys for any add-ons you purchased. To obtain the license key for different
add-ons or products, login to your customer account page on classapps.com and click “product
downloads”. Below each product is your license key. Some products require you to click a button
“generate” to generate a license key based on your production URL which you type in on the customer
account page. If you are seeing a “15 day trial” message then follow the “Configure Application Wide
Settings” section below.

Configure Application Wide Settings

1. Update your application wide settings after you login the first time: All of the below settings are in
“admin tools” > “application wide settings”

a. Enter your CUSTOMER ID so you don’t get a license error.

b. Select a new responsive template as the DEFAULT SURVEY TEMPLATE (or create one
branded for your company by copying a new one from “templates > create > from copy”
choose any template that starts with the word “THEME”

c. Enforce SSL

d. Allow X-Frames from trusted URL (otherwise the respondent file upload will not work — it will
be denied by security setting) If you DON’T want to use that question type, leave it set to
DENY X-FRAMES for security.

2. Set your logo in “Admin Tools” > “White label branding” so it will show on the login page.

a. Click “admin tools” > “white label branding” upload your logo that is 290 pixels wide by clicking
upload logo button. Make sure the path shows in the textbox as
“Uploadedimages/yourlogo.jpg” (make sure your image name does not contain spaces and
special characters that would cause it to break in a URL.)

Configure Permissions for File upload and JS on Server.

5. Additional web server configuration. If you are installing the application on Windows 2003, you must
make the following change:

a) By default, Windows 2003 locks down most file extensions, except for certain types of files. This is
different than previous versions of Microsoft operating systems. The survey application contains a
number of JavaScript routines, all of which are in a file with a .js extension. To enable the .js file type,
you simply edit the MIME types either at the Global IIS level or the individual site or virtual directory
level. Add the .js as an application/x-javascript type, and everything should work fine. If your
application is hosted with an ISP, simply ask them to enable files with a .js extension, and they will
readily understand the request and how to respond to it.

6. Configure server for file upload. Configure for maximum file upload if you are using the “file upload”
feature of the “presentation image” question type which allows survey creators to upload images to the
“UploadedImages” folder on the web server to be referenced in their surveys. Follow the below steps for
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setting permissions on the UploadedImages folder and configuring the web.config to set the file size
limitations.
Set permissions on the folder: In order for the survey creator to upload an image from their local
workstation to the web server, the UploadedImages folder must have proper write permissions. You can
also change the location of this folder by setting the web.config parameter:
<!-- IMAGE UPLOAD FOLDER FOR SURVEY TEMPLATES AND EMAIL MESSAGES FOR IMAGE UPLOAD FROM
HTML RICH TEXT BOX

this folder must have correct permissions to allow image upload.

reference article:
http://aspalliance.com/336 Upload Files Using ASPNET Impersonation and UNC Share.all -->

<add key="IMAGE UPLOAD FOLDER" value="~/UploadedImages"/>

First, right-click on the folder where the ASP.NET files should be uploaded and select Properties from the
provided menu. The Properties dialog for the selected folder opens. Click the Security tab to make sure
the ASP.NET Machine Account is included in the list and has the proper permissions to write to disk. If it
is enabled, you see something similar to what is presented in Figure 2.

| Permissions for UploadedImages 1@

Securty

Object name:  ChinetpubwwwrootSelect SurveyNET 3 Uploade:

Group or User Names:

1 ASP MET Machine Accourt (SHERYL-PCAASPNET) -
52 CREATOR OWNER
|| | 8 5YSTEM H
| 52 Administrators (Sheryl-PCAdministrators)
82 Users (Sheryl-PC\sers) a8
<] i |
[ Add ] [ Bemove ]
Pemissions for ASP.MET
Machine Account Allow Dery
Read & execute [ -
.- List folder contents [
Read [l
Write [l [l
Special permissions -

Leam about access control and pemissions

ok J[ cencel |[ sepy |

Figure 2 (IIS 7)
If you don't see the ASP.NET Machine Account in the list of users allowed to access the folder, add ASP.NET
by clicking the Add button and entering ASPNET (without the period) in the text area provided (see Figure 3).
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[ Select Users or Groups l Iilg

Select this object type:

|sers, Groups, or Built4in security principals Object Types... |

From this location:

SHERYL-PC Locations... |

Enter the object names to select (zamples):
ASPMNET

eck Mames

152

o] oo ]

Figure 3 (IIS 7)

Click OK, and you can then click the appropriate check boxes to provide the permissions needed for your
application.

Set maximum file size in admin tools “application wide settings”: Login as admin into the survey
application with the browser. Click “admin tools”. Click “View Application wide settings”. Maximum file size
setting is on this page along with all the other application wide settings.

Set file size limitation in the Web.Config file:

Note that any size of 4MB requires the below setting in web.config to also be changed since ASP.NET default
file upload limit is 4MB. Set the maxRequestLength to the KB size limit you desire (20000 is approx 20MB).
If you are setting to a large value, you must also raise the executionTimeout setting, which is in seconds, or
it will timeout before the file is uploaded, causing an error on the server.

<httpRuntime executionTimeout="90" maxRequestLength="20000"
useFullyQualifiedRedirectUrl="false" requestLengthDiskThreshold="8192"/>

If you continue to get an error on uploading files over 4MB after changing the above setting, then you may
need to also update the machine.config and web.config.comments file in the folder:
C:\WINDOWS\Microsoft. NET\Framework\v3.5.50727\CONFIG

Support

Go online to http://www.classapps.com/support.asp to the support page, where you can fill out a support
ticket and find contact information.

Page 18 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.


http://www.classapps.com/support.asp

1
classapps

SMTP Universal “"From” email where all other “from” is “reply-to”

In admin tools > application wide settings > Universal from email you can set up an universal
“from” email address. The universal “from” email is normally a “no-reply@yourdomain.com” email.

This helps with security so that you only have one from email for all emails sent from the survey
application. If someone replies it will go to the “reply-to” email address which is whatever the
survey owner put in as their address, or whatever was entered when sending to an email list on the
form.

See the screenshot below.

Application-Wide Settings

The items on this page should only be changed by an ADMIN IT person that is responsible for installing the application. If you are unsure on the settings email tech@classapps.com or refer to the installation man

Note on date formats:
| tabatization cettin

ng trouble with your datetime formatting, ch

@

1. URL Settings

sales@classapps.com

Application Support Email Address

Default is "sales@classapps.com". This should by your support email address at your company.

Buse Universal 'From’ Email Address Use Universal "From" Email Address

no-reply@classapps.com

This should by your universal "from" email address used for sending all emails. This is to cut back on spoofing te use one authenticated
email address per company as the "from" address. All notification emails will use the "from" as the "reply to" addresses.

When this is activated, you will see the label “repy-to from email address” instead of “from email
address” in the email list send forms. (See screenshot below).
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. . .k
Email Subject: Enter the subject of email

From' Name: YOUR NAME

‘Reply-To' Email Address*

sbriggs@classa pps.com|

'CC' Add : ‘ ' '
ress(es) Enter emails separated with Semicolon ;'

Warning! CC will get a copy of EVERY UNIQUE EMAIL. NO TOKEP

'BCC' Address(es): : : .
(es) Enter emails separated with Semicolon ;'

Warning! BCC will get a copy of EVERY UNIQUE EMAIL. NO TOKE

Email Text:*
@®Html OPlain Text

Note: Make sure you check both email boxes, both HTML and F
email client for recipient determines which message is displaye

File Edit View Insert Format Tools Table

S Paragraph v B I 2 v = =

Dear #FirstName#,

We are conducting a survey, and would appreciate your response.
The link to the survev is:
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2 Factor Login Authentication

For non AD, non Azure AD, non owin login integration, you can turn on 2 Factor Authentication in
admin tools > application wide settings > 2 step verification code.

See screenshot below with the available options.

Users must have email / phone numbers in the system in their accounts.

required to login again. Valid values are "session" and "cookie"

2 STEP VERIFICATION CODE - SMS/Email - RESPONDENTS ONLY -
Activate Response Approval Feature (for User Role Accounts
only) 2 FACTOR for Respondent Registration Logins only with Response Approval Feature after using

2 FACTOR Auth for every login attempt and all roles activates z
Regular Login (Default) - Choose this for AD/ADFS/Owin/OpenlID/CAS where 3rd party auth handles 2 Factor Auth (EISULRES]
this is activated all new user registrations will require an SMS/email code to login. There is an additional review feature available without
activating this feature. SMS settings are in the application web.config, if they are not filled in, an error may occur when trying to send an
SMS text and an email will be sent instead.

Regular Login (Default) - Choose this for AD/ADFS/Owin/Open|D/CAS where 3rd party auth handles 2 Factor Auth v

Appendix A: Application Pooling

Platform: 11S6.0 with Windows Server 2003

Symptoms: Session timeout and session loss even when user is active.

Cause: Microsoft introduced several new features into Windows 2003/11S6 web server that affect how sessions
and application pools are handled. Most web hosting companies host multiple websites in the same application
pool. When resources are maxed out for an application pool |IS 6 starts to recycle these sites causing application
variables to be lost for those recycled sites.

Solution:

If you are experiencing application/session loss symptoms then we would recommend asking your web
hosting company to place you in your own application pool with all recycling options disabled and the
recycle worker process set to recycle only once during the day at a set time.

Below are the instructions to do this:

Step 1:
Add new application pool for Select Survey Application.
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C Iassa PPS
¥ Internet Information Services (IS) Manager_lj

@'@ | @ » SHERYL-PC » Sites » Default Web Site »

|I File View Help

Applicatic
| = PP
o - - s
“ 'ﬁ SHERVL _PC _EShEWl PC\Sheryl, LIse this feature to store
et @' Application Pools (4 . e o
a.[8] Sites Lo Add Application Pool... I
4 a Default We Refresh oupin
B -0] Ascoa L— .

[ |J radrTe
Dg “P”Eff—c"e_”t SUR_USER_MAMNUAL
[?"F_:I i:“mfcgesfg”;“ ‘ SUR_USERNAME_ADMI
o oriciesigniEn- SURVEY_APP_CONNEC
i - CeylonProject?

SURVEY_COOKIE_TIMEC

| Classhpps _

f> .[| Database timeout

b -7 DeviantMachineBar USE_ACTIVEDIRECTORY
£> | DianeDusickProSto USE_RESPONSELOGIC
i -[7] DianeDusickProStel Web5erviceEncryptionk
b -[5] images o =

. ..7] OPFPublishing.corr

o | [ Features View | Co

Configuration: 'Default Web Site/SelectSurveyMET3" web.config

(11S 7)

Step 2:
Choose your own application pool in the web site properties.

Done.
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Advanced Settings M
B (General)
Application Pool DefaultAppPool E
Physical Path Chinetpub\wwwroot\SelectSurveyNE

Physical Path Credentials
Physical Path Credentials Logon T ClearText
Virtual Path SSelectSurveyMET3

i
= Ej Select Application Pool m

Application pool:

Defa ool -

DefaultfppPool
ASPLMET 1.1

H 11'

Application Pool

J [applicationPool] Configures this application to run in the specified
h application pool.

'

(1S 7)

Appendix B: Notes for different culture/globalization settings

The provided application wide settings date format settings allow you to run the application even if your web
server is a different language than your database server.

Click “admin tools” then “application wide settings”.

How to tell what language SQL is running under: Right click on the (local) SQL Server icon in enterprise manager
and click “properties”. You will see a dialog box pop up similar to the below screenshot:
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SOL Server Properties (Configure) - (local) m
General | b ernony I Frocessar I Security I Connections
Server Settings | D'atabasze Settings I Feplication

— Default language

m] Default language for user: IEninsh ﬂ

— Server behawviar

@ Al modifications to be made directly ta the gustem

catalogs
v Allou triggers to be fired which fire other tiggers [nested

triggers)
r IJz& query governaor to prevent queries 0 -
exceeding zpecified cost; =i
—S0L Mail
@ Start mail zegzion wzing praofile;
I Change... |

— Two digit year support

YWhen a bwo-digit vear iz entered, interpret it as a year
E between:

|1 350 ard |2EI4E| _Ij

& Configured values " Running walues

(] I Cancel Help

The default language here is how you determine how to set the “SERVER_DATE_FORMAT” value in the admin
tools application wide settings. The above screenshot shows the server as value="1" for the web.config.

If you need to work beyond the settings provided in the application, please note there are other settings in the
machine.config when you install the .net framework and notes for these settings are below:

In order to display different languages and formatting for different parts of the world, there is a section in the
machine.config on the web server as well as in the web.config file which contain settings for this.

1. Machine.config may be found on the web server in a directory similar to the following:
C:\WINDOWS\Microsoft. NET\Framework\v3.5\CONFIG\machine.config
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search for the section “globalization Attributes” in the machine.config file that looks like the below and set
the values for your country (they should be set as default when the framework is installed to your locale):
globalization Attributes:
requestEncoding="[Encoding value]" - Encoding to use for request
responseEncoding="[Encoding value]" - Encoding to use for response
fileEncoding="[Encoding value]" - Encoding to use for files
culture="[Culture]" - default Thread.CurrentCulture
uiCulture="[Culture]" - default Thread.CurrentUICulture

2. Web.config may be found in the web site root folder for SelectSurveyNET, edit the web.config to match

your country language and culture:

<l--set culture to match datetime format you want for example "en-GB" is English Great Britain format -->
<globalization requestEncoding="utf-8" responseEncoding="utf-8" culture="en-GB" />

Appendix C: Integrating with Active Directory and other Login
Integration Add-Ons

This application has extra pages coded to work with active directory integration.
There are three modes for Active Directory:

e NTLM Passthrough: Application picks up logon_user identity from IE browser and the login
screen is bypassed.

e Active Directory Login: Application shows the login page and user enters their network login
as their survey login.

o ADFS: Active Directory Federated Claims based authentication.

e COMBO: SSO Single Sign On combined with NTLM Passthrough (Checks SSO, then NTLM)
There are also alternate login types available:

o Google Federated Login: Google openid owin based login authentication.

o Office 365 Login: Open ID OWIN based login authentication.
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ADFS — Active Directory Federated Login Integration
Below are the steps for enabling ADFS WIF:

1) Make the below changes to the web.config. You can search for the text below - in some
cases the text will be commented out (in green) and you will have to uncomment it as
shown below. The yellow highlighted areas are where you would put your claims STS
URL/information.

a. Change "no" to "yes" on "USE_ADFS_LOGIN"
b. Add STS url to "ADFS_FEDERATION_ISSUER"

<!--
3k >k 3k 3k 3k 3k 5k 3k >k >k 3k >k >k 5k %k >k 5k 5k %k >k %k 3k >k 5k >k >k 5k 3k %k >k 3k %k % >k %k %

ADFS ActiveDirectory Federated Login Claims Based Login Integration
ok s ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ook ok ok ook ok ok ok ok

-->
<!-- values are "yes" or "no" -->
<add key="USE_ADFS_LOGIN" value="no"/>
<!-- value should be the URL of your STS -->
<add key="ADFS_FEDERATION_ISSUER" value="http://EmbeddedSts"/>

2) Test. That is the only thing you have to do. Note that if you cannot login, that you can turn
on debug mode temporarily by changing the below web.config value, then open browser and
try again.
<!--setting to turn on display of debug info on the login page to assist with setting up AD

integration (TURN THIS OFF WHEN YOU ARE DONE!)-->
<!--valid values are "on" and "off" when "on" error stack trace and line # info will display on

bottom of AD login page when "off" no info will display. -->
<add key="AD_DEBUG_MODE" value="on"/>

How to setup ADFS with SSO
Prerequisites

e The ADFS role should be installed and configured correctly. If you are unsure about this, please
contact your network's system administrator to assist you.

e The following steps require administrator access to the ADFS server. If you do not have this access,
you can provide this guide to your system administrator to perform the necessary steps.

o All users must have an email address added to their Active Directory account.

Steps to Complete
Exporting the Token-Signing Certificate

Use the following steps to export the token signing certificate.
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1. Open the ADFS Management console on the ADFS server.
2. Inthe tree view on the left, navigate to Service > Certificates.
3. Right-click the Token-signing certificate and chose "View Certificate".

§f File Action View Window Help HEE
e
= o N (e
«= EE]NEKZ - Subject Issuer Effective Date  Expiration Date  Status  Primary _.
ndpoints . P
[ Certificates Service communications Add Token-Signing Certificate...
X - E)CN=thrandui BSSRNEIIE .  CN=RapidSSL SHA256C..  1/4/2015 1/8/2016
[ Claim Descriptions = - . Add Token-Decrypting Certificate...
b [ Trust Relationships Token-decrypting Set Service Communications Certifi
b [ Authentication Policies [EICN=ADFS Encryption -thra... CN=ADFS Encryption -thr... 7/19/2015 7/18/2016 Primary

Token-signing View 4

5 CN=ADFS Signing -thrand... _CN=ADFS Signing -thran New Window from Here
‘ [d Refresh
Help

View Certificate...

Set as Primary
Help

4. Navigate to the Details tab and click the "Copy to File" button.

| General | Details | certification Path |

Show: | <all= Vv |
Field Value z
Version V3
Serialnumber 1aad f0 96 24838 e38c4b e ...
Signature algorithm sha2S6RSA =
Signamre hash algorithm sha256
Issuer ADFS Signing - thranduil. blodk. ..
\.‘alid from Sunday, July 19, 2015 10:17:.., | |
[=] vaiid ta Manday, July 18, 2016 10:17:...
Subject ADFS Signing - thranduil. blodk. .. z

Edit Properties... ||I Copy to File... II

[ ]
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5. In the wizard, select "Base-64 encoded X.509 (.CER)" as the format and follow the wizard to store the
certificate in an accessible location.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥.509 (. CER)
ﬁ) Bas=-64 encoded X.508 (.CER)|

() Cryptographic Message Syntax Standard - PKICS #7 Certificates (.P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[ indude all certificates in the certification path if possible

[]pelete the private key if the export is successful
[]Export all extended properties

() Microsoft Serialized Certificate Store (.35T)

Mext || Cancel

Install the token on the web server where the survey site will be running.

On the web server: (if you are using our cloud SaaS, we do this part — skip to the next step: “Configuring a
New ADFS Trust Relationship”). If you are self hosting you would do this part on your web server.

1. Click “Run” > “MMC” from the start menu.

= Type the name of & program, folder, document, of Intermet
retource, and Windows will opan it for you

open: [N -

o] s | some
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2. File > Add/Remove Snap-ins > Certificates

& Consolel - [Conscle Reet]
& File Action View Favorites Window Help
& Mew CirlM
— Open.. Cid=0

Fegent Fig
|t
3.
a ) i Add of Remave Snap-ins
& Fle Action Yeew Favor
Tou can wsiect sra-an for S coracie Som those svalable on you
e s HMD Enteradie a0, yu Ea L AGLE € whh extersird i enatie
_.-m _h_ﬂ___ - Avalable snap o 1
| tragn Verdor el
| = Actvex Contrel Mcroseft Cer...
' Mol Cer...
| A Derace Marager Shorosoft Cor... add > 1
. bl - - R
|| Cortficates snap-in
| A
i
| J They sra e wll shw iy manacs cenfostes for
(O My user accourt
) Service acoourt
(@) Compuber aocount
5.
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B

§ | Select Computer x
13 of
L
1 . Select e compuber you waant This snap-n o manage
Tren srugn wil shwirys marags "
() Local compater Bhe compuber B corscle i Aurrng on)
() Arwtives computer Browme
[] Mo B sslenctiond compaibien ba e charped when laurching from the command e Tha
oy apples I you sarve the console
3 ﬂ o s R

B Comalel - [Conscle Reot\Certificates (Local Computeri Trusted Poot Certification A
Bl Fle Action View Favortes Window Hep
g Am 0 &= HD

_.';f:omd!ﬂbot | swed To = haued By
v G Contificates (Local Computer) || 1oy 0y 7ot Extornal CA Roct AddTrunt|
* Personal | s 2

- | gl Baltirmone CyboerTrust Root Baktimaore
Trusted Rook Certification
v . ;T?:-" A Contification Af| 1oy Chss 3 Public Primnaey Costificat.. Chass 3Py

WOW W W W W W W W W
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£* Certificate bmpont Wizerd

Walcoma to the Certificate Import Wizard

Thes wazard haips you copry certficates, cortficate trust lats, and cor fcate revecaton
kst from your dsk o a cortificate siore.

A certficate, which & ssued by 8 certéficaton authonity, 8 & confirmaton of your dentty
and coniaing nformation used o protect dets or 1o evtableh secure rebaork
COPECONE. A OEIACHSE JEOE B T SyTtER hed whire cbrtrhcates are kel

Store Locaton

Larrent Luaer

¥ Liocal Machine

To contrue, chok Next.

"Bl mB BB B BBE ABEB XIT

€ 4* Certificate Import Wizerd

Fal b Demguard
Speafy e e you went & mport.

e ruarme:
F::mwmmunmznmr | [orowse... ]

Hote: More than one obrticate can be stored in 3 angle fle in e followng formats:
Personal nformaton Exchange- PXCS #12 (AFX.PLT) ‘
Cryplographic Message Syntax Standard- PHCS 27 Certieates [ P7E)
Mcroscét Serisized Certficate Sture (£5T)
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| € &* Cenificate impon Wizard

Cortificate Shone
Cernficate stores are systom arces where certficates are kept.

Winedowes can sutomatcally soiect & certicate store, o you can speafy & locaton for

the corificate,
(D) ausomancaly wiect e cortfoate store based on the bype of cernficate
() Pace al cortionies n S Folowrg shre
p CartScate thone:
¥ b
3
[]
= =
10.  Soreeem——— — —
s —— 1]
wild Certificate Import Wizard » %
k]
7]
0 The impart was succeidlul. %
5
S
-
o
11...-.nunmrm-.w.. LorNm oL

Configuring a New ADFS Trust Relationship

Use the following steps to configure a new trust relationship between SelectSurvey.NET and ADFS. This
allows for communication between the two services.

1. In the ADFS Management console, navigate to Trust Relationships > Relying Party Trusts in the tree
view.

2. Right-click on "Relying Party Trusts" and chose "Add Relying Party Trust".

3. A wizard will appear. Click "Start" to continue to the next screen.
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4. On the Select Data Source screen, choose the last option, "Enter data about the relying party

manualli“, and click "Next".

Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Cerdificate
@ Configure URL

@ Configure |dentifiers

@ Configure Muttifactor
Authentication Now?

@ Choose |ssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or an a local network

Use this option to import the necessary data and cerdificates from a relying party organization that publishes
its federation metadata online or on a local netwark.

Federation metadata address thost name or URL):

Example: fs contoso .com or hitps://www contoso com./app

O Import data about the relying party from a file

Use this option to import the necessary data and certficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file iz from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...
® Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
<Provioss | | Ned> | [ Cancel

5. Enter a display name that will allow you to identify the newly configured trust relationship (e.g

"SelectSurvey " or "SelectSurvey - Production" if you are planning on adding multiple

SelectSurvey.NET instances). Click "Next".

6. In the profile selection, leave "AD FS profile" selected. Click "Next".

7. Optionally, configure a token encryption certificate. For the purpose of this guide, we will skip this step

and click "Next".

8. To configure the SelectSurvey endpoint, select "Enable support for SAML 2.0 WebSSO protocol" and

select “Enable support for the WS-Federation Passive protocol” enter the following URL in the field:
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https://<SelectSurvey.NET url>/LoginActiveDirectory.aspx

Sepe AD FS supports the WS-Trust. WS-Federation and SAML 20 WebSSO protocols for relying parties.
@ Welcome W5-Federation, SAML. or both ane used by the relying party. select the check boxes for them and speciy the
URLs to use. Support for the WS-Trust protoced is always enabled for 2 relying pary.
@ Select Data Source - :
= [ Enable support for the WS-Federation Passive protocol
The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Choose Profie ¥W5-Federation Passive protocol.
@ Configure Centficate Relying party WS-Federation Passive protocol LRL:
@ Configure UAL ﬂnm Heselectsurvey=/eginactivedirectory. aspx
@ Corfigure |dentifiers
@ wm“ -—
3 | ASuseaton How [w] Enable support for the SAML 2.0 WebSSO pratocal
@ Choose lssuance The SAML 2.0 single-sign-on [S50) service URL supports Web-browserbased claims providers using the
Authorization Fules SAML 2.0 Web 550 protocal.
T 0 o Reying party SAML 2.0 S50 service URL:
@ Finish [htips:ii<selectsurvey>/loginactivedirectory. aspx” |
Example: hitps./Ywww contoso com/adis/ s/
<Previous | | Met> || Cancel
| i

Note: It is important that your instance is protected by SSL and your web server listens on HTTPS.
This is required by ADFS, and the wizard will not allow you to continue if this requirement is not met.

9. Click "Next" to display the Configure Identifiers page. You will need to configure a unique identifier
if you are planning to add multiple SelectSurvey.NET instances with an individual trust relationship for
each. Click "Add" to add the identifier to the list, then click "Next".
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Steps Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this refying

@ Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name |phpiarn| | | Add |
@ Choose Profile Example: https://fs contoso com./adfs services./trust

@ Configure Cerfficate Relying party trust identifiers:

@ Configure URL

@ Configure |dentifiers

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

<Previous | | Nedt> | [ Cancel

10. The wizard will ask to configure multi-factor authentication. If this is required by your organization, you
can configure this now.
11. Enter the WS-Federation Passive endpoint trusted URL per below screenshot:

Page 35 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



1
classapps

et

SelectSurvey Properties

Manitaring |dertifiers Encryption Signature  Accepted Claims
Organization Endpoints Prooy Endpoints Maotes Advanced

Specify the endpoints to use for SAML and WS5-FederationPassive protocols.

URL | Binding Default

W5-Federation Passive Endpoints
https:/[24.selectsurvey.net/lyourfold... posT Yoz

Edit Endpoint
Endpoint type:
W5-Federation e
| Set the trusted URL as default

Trusted LRL:
hﬂps:ﬂl#.s&lentsu rvey.netlyourfolde rname."LnginA{::tiveDirE{::tnry.lq;px

Example: https://sts contoso com/adfs/ls
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12. Enter the Relying party identifiers on the “Identifiers” tab per the below screenshot:
SelectSurvey Properties >

Organization Endpoints Proogy Endpoints Motes Advanced
Monitoring Idertifizrs Encryption Signature Accepted Claims

Specify the display name and identifiers for this relying party trust.
Display name:
| SelectSurvey

Rehing party identifier:

| Add

Example: https://fs.contoso com/adfs/services Anist

Rehving party identifiers:

https://24.selectsurvey.netlyourfoldername | | =12'%
[ ok || Cancel | fepy

13. Click "Next" again to display the Issuance Authorization Rules page. Here you can configure the
default behavior of either allowing access to all users or no users. You can change this later, too.
Leave the default selection to permit all users to log in.

14. Click "Next" to display an overview of the configured settings. Then click "Next" followed by "Close".
This will create a new entry in the "Relying Party Trusts" list. Right-click the entry you just created and
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select "Edit Claim Rules".

7 File Action View Window Help

«=| »[E B

o T ——
o SEWEICZ i Dy Kerns Ensbied [ Type | dentfier Wﬂ“l
& Endpoints Device Registration Service

- Yes
[ Certificates 7

WS-T...  um:ms-drs thranduil SRR
1

- h 7 Add Relying Party Trust...
php-saml

- SugarCRM
] Claim Descriptions

Update from Federation Metadata... Add Non-Claims-Aware Relying Pa...
a0 Tiust Relationships T View »
[ Claims Provider Trusts =
[ Relying Party Trusts Disable New Window from Here
[ Attribute Stores Properties [6] Refresh
b [] Authentication Policies Delete
ﬂ Help
Help
[SugarCRM, |
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
K Delete
Help

Edit claim rules for the selected relying party trust

15. On the "Issuance Transform Rules" tab, add two rules which allow ADFS to work with
SelectSurvey.NET. Name ID is what is used in SelectSurvey to match up with survey usernames. |If
your survey usernames are in email format, then setup per the screenshot below. If they are not
email addresses then leave Name ID on the left and the right to synch regular usernames with
SelectSurvey. If you are upgrading the survey app and switching from non AD logins to AD logins,
then you must update your existing database to convert those existing usernames to match your AD
usernames that are coming in, in order for the permissions to remain in tact from your previous survey
usage. Jump to Step 19 for how to update your database.

16. Enter the Claims that you want to transfer from the AD to Survey App per the below
screenshot:

o (Note that if you are using email addresses for logins or UPN logins, set the "SAM-
Account Name” to "UPN” on the left side and leave the right side as "Name ID”
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lssuance Transform Fules

The fallowing transform rules specify the claims that will be sert to the relying party.

Order  Rule Name lssued Claims
1 Send AD attributes to Select Survey Mame |0 E-Mail Address,...
Edit Rule - Send AD attributes to SelectSurvey X

You can configure this rule to send the values of LDAFP attibutes as claims, Select an attibute store from which
:n mdhml:d Il.DAF' attributes, Specify how the attibutes will map te the outgeing claim types that will be ssued
rom the rle,

Clairr rule rarme:

Send AD attibutes to Selesct Survey make SlUre ‘
[ Rule template: Send LDAP Atrbutes as Claims | el set to

passthrough

Atribute store: .
all claims

|A:thru Directory

Mapping of LDAP attributes ta outgeing claim types:

:Efglﬁgbm (Select ortype to Outgaing Claim Type (Select or type to add mora)

r SAM-Accourt-Name ~ || Mame 1D ~
E-Mail-Addresses = | E-Mail Address w
Given-Name w || Given Name W
Sumame = | Sumame w

- e L
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On the Select Rule Template page, under Claim rule template, select Pass Through or Filter an Incoming

Claim from the list, and then click Next.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Corfigure Claim Rule Claim rule template:

Pass Through or Filter an Incoming Claim v |

Claim rule template description:

Usirg the Pass Through or Filtter an Incaming Claim rle template you can pass through all inceming claims

with a selected claim type. You can also filter the values of incoming claims with a selected claim type.
For example, you can use this rule template to create a rule that will send all incoming group claims. You
can also use this rule to send only UPN claims that end with “@fabrikam™, Multiple claims with the same
claim type may be emitted from this nule, Sources of incoming claims vary based on the nules being edited,
For more information on the sources of incoming claims, click Help.

< Previous || Mext > || Cancel
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Steps You can configure this rule to pass through or filker an incoming claim. You can also configure this rule to fiter
Ch Rule T claims that are generated by previous ndes. Specify the claim type and whether only some claim values or all
@ Choose Rule Type clai I hould i h.

@ Conrfigure Claim Rule Claim rule .

| |
Rule template: Pass Through or Fiter an Incoming Claim

Incoming claimtype: [ Specify Claim Type... v|
Incoming name |D format _

(®) Passthrough all claim values

() Pass through only a specific claim value -

(O) Passthrough only claim values that match a specic email suffix value:

mail suff

m

x value

(O) Pass through only claim values that start with a specifiic value:

s

1]

tarts with

w

[m
[=1)
=]
T
]

<Previous | Finish || Cancel

Example only — please refer to this for your specific server version:
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/create-a-

rule-to-pass-through-or-filter-an-incoming-claim
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You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

Fule template: Transform an Incoming Claim

Incoming claim type: | E-Mail Addrezs

Incoming name 10 format: | Unspecified

Outgoing claim type: |Nan‘|e D

Outgoing name 10 format: |Ernai|

(® Pass through all claim values
() Replace an incoming claim value with a different outgoing claim valus

Incoming claim value: |

Qutgoing claim value: |

() Replace incoming e-mail suffic claims with a new e-mail suffic

Mew e-mail suffoc: |

Bxample: fabrikam.com

Update: no additional claims are necessary than from the original screenshot unless you want

to add more (see AD to survey user field mapping page)

III 1.
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Mapping of LOAF attibutes to outgoing claim types: "
:5§;£?bma (Select ortypeto Outgoing Claim Type (Select or type to add more)

k SAM-Account-Name ~ || Mame 10 v
E-Mail-Addresses » || E-Mail Address W
Given-Name || Given Name W
Sumame ~ || Sumame ~

L] L L

To map custom data fields to AD fields you can do that in SelectSurvey.NET on the AD mapping
page here:

“Admin tools” > “ActiveDirectory User Property mapping”

These passthrough claims will get passed from ADFS to SelectSurvey and update the survey user
account information each time they login.
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= SELECTSURVEY.NET V5.0 JA\
Dashboard ActiveDirectory User Property Mapping

Enter the proper AD property

Survey User Field ActiveDirectory User Property

Uszername (sur_user.username) SAMAccountName (Default AD setting)

Username (sur_user.username) userPrincipalMame (Default AD setting if 15t returns null)

Username (sur_user.username) HttpContext.Current.User.|dentity.Name (Default NTLM setting)

Username (sur_user.username) Request.5ervervariables["LOGON_USER"] (Default NTLM setting if 1st returns null
Register Date (sur_user.register_date) n/a (User registration feature is not used with AD)

User Password (sur_user.password) n/a (User password is not stored with AD integration)

Password Hint {sur_user.password_hint) n/a (Password hint is not used with AD integration)

First Name (sur_user.first_name) |gi\_rer|Narr‘e |

search.PropertiesToLoad. ("givenName")

Last Mame (sur_user.last_name)

|SI'I

search.PropertiesToLoad.Add("sn")
Email Address (sur_user.email_address)

|"nail

L . search.PropertiesToLoad.Add("mail")
Current Position (sur_user.current_position)

[ritle |

Company (sur_user.company) company

o _ search.PropertiesToLoad.Add("company™)
Location (sur_user.location)

StreetAddress
Custom Data 1 (sur_user.custom_data_1) search.PropertiesToLoad.Add("StreetAddress")
Custom Data 2 (sur_user.custom_data_2)

Custom Data 3 (sur_user.custom_data_3)

Custom Data 4 (sur_user.custom_data_4)
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17.1In IIS change the application pool used for the survey application to “"NetworkService” as
shown in the screenshot below:

Internet Information Services (l1S) Manager

» Application Pools

_—, ..

4 (General)

MET CLR Version vd.0
This page lets yo . N
I cselectsury) cont;ngone D;" Enable EE-Elt A.ppllcatlons True
Managed Pipeline Meode Integrated
Filter: MName SelectSuwey =
Cueue Length By
Start Mode OnDemand
(£ NETv20CI cru
Q MET v4.5 Lirnit (percent) 0
Limnit Action Mobction
£ | Limnit Interval {minutes) 3
Classic .MET Processor Affinity Enabled False
Q DefaultAppP Processor Affinity Mask 4294967295
) Processor Affinity Mask (B4-bit ¢ 4294967295

Process Model

Generate Process Model Event L

Identity NetworkService
|dle Time-out (minutes) 20
|dle Time-out Action Terminate

Name

[narne] The application pool name is the unique identifier for the
application pool.

[E== = T | = S

That is it! You can now test and ADFS login should now be working.

Open your browser to https://<your url>/Login.aspx and click "LOGIN” button and it will now use
ADFS and you will be logged in automatically.
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Converting pre-existing Survey accounts to match ADFS user accounts

If you are converting from non AD to AD and already have users in the system that you need to
synch to AD users, below is an example of the scripts that you need to run on the database to
convert those user permissions on all objects to their new usernames.

You will have to modify these scripts for every single user you have in the system that you are
converting.

--update survey owner permissions
update sur_survey set owners = replace(cast(owners as varchar(max)),'jdoe;','jane.doe@yourcompany.com;")
--update template owner permissions

update sur_template set owners = replace(cast(owners as varchar(max)),' jdoe;',' jane.doe@yourcompany.com;")

--update email list owner permissions

update sur_email_list set owners = replace(cast(owners as varchar(max)),’ jdoe;',' jane.doe@yourcompany.com;")

--update email template owner permissions

update sur_email_template set owners = replace(cast(owners as varchar(max)),' jdoe;',' jane.doe@yourcompany.com;")

--update library owner permissions

update sur_library set owners = replace(cast(owners as varchar(max)),' jdoe;',' jane.doe@yourcompany.com;")

--update survey folder owner permissions

update sur_survey_folder set survey_folder_owners = replace(cast(survey_folder_owners as varchar(max)),' jdoe;",’
jane.doe@yourcompany.com;")

--update existing response users
update sur_response set username = replace(username, ' jdoe ','jane.doe@yourcompany.com ')
--update existing users

update sur_user set username = replace(username, ' jdoe','jane.doe@yourcompany.com')
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Google Federated Login Integration

Google Apps Federated Login Single Sign-On Service Overview
SelectSurvey.NET provides optional Google Apps Single Sign-On using Google Apps Federated Login Service.

For the Enterprise and the organization that use Google Apps, the Google Apps OpenlD API enables a Universal
Single Sign-on service that is integrated with SelectSurvey.NET survey software.

Note: The Federated Login Service is disabled by default for Google Apps for Business and Education. The domain admin
can enable it from the Control Panel at http://www.google.com/a/cpanel/<your-domain>/Setupldp.

Google Apps offers an OpenlID API that allows end users to securely sign in to SelectSurvey.NET using their
Google Apps user account. The OpenlD (http://openid.net) standard frees users from having to set up separate
login accounts for different web sites--and conversely, frees web site developers from the task of managing login
information and security measures. OpenlD achieves this goal by providing a framework in which users can
establish an account with an OpenlD provider, such as a Google Apps hosted domain, and use that account to
sign into any web site that accepts OpenliDs.

Google Apps API supports the OpenlD 2.0 Directed Identity protocol, allowing any hosted domain to provide
authentication support as an OpenlD provider. On request from SelectSurvey.NET, Google authenticates users
who are signing in with an existing Google Apps account, and returns to SelectSurvey.NET an identifier that the
site can use to recognize the user. This identifier is consistent, enabling SelectSurvey.NET to recognize the user
across multiple sessions.

Interaction Sequence

OpenlD login authentication for web applications involves a sequence of interactions between
SelectSurvey.NET, the Google Apps hosted domain, Google domain, Google's login authentication service, and
the end user. The diagram and sequence below describe the process as recommended by Google. For simplicity,
the diagram covers the flow in which discovery is done on the Google domain.
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1. Requests user sign-in
P

‘ 2. Opis to "Sign in with Google Apps Account"

3. Performs disco
very >
< 4. Responds with
XRDS document i
Google_ Login User
Authentication
5. Requests login auth > 6, Redirect to Google >
{(+OAuth token) sign-in page
< 8. Returns user identity 4‘_i". Logs in and approves
{+OAuth request token) 3™-party authentication
9. Allows user access to protected features »

{allows web application to continue OAuth process at step 7)

This image illustrates the following steps.

1. SelectSurvey.NET asks the end user to log in by offering a set of log-in options, including Google Apps
accounts.

2. The user selects to sign in using a Google Apps account.

3. SelectSurvey.NET performs discovery as defined in the documentation to find location of the XRDS
document.

4. Google returns an XRDS document, which contains the Google Apps (hosted) domain endpoint
address.

5. SelectSurvey.NET sends a login authentication request (optionally with OAuth parameters) to the
provided endpoint address.

6. This action redirects the user to a Google Apps account Federated Login page.

7. The user signs into their Google Apps account. Google Apps then displays a confirmation page and
asks the user to confirm or reject a set of authentication requests by the web application.

I Note: In some circumstances the login step or the approval step (or both) may be skipped dependent
upon SelectSurvey.NET survey options for survey response types that are set to be anonymous.

8. If the user approves the authentication, Google returns the user to SelectSurvey.NET, and supplies a
persistent, opaque identifier that the application can use to recognize the user.

9. SelectSurvey.NET uses the Google-supplied identifier to recognize the user and allow access to
SelectSurvey.NET features and data.
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Setup Step 1: Obtaining a Google Token

1. Register with Google to Obtain your Token.

SelectSurvey.NET Server Software that is installed on a client’s own Domain must be registered with Google and
have its own domain token registration. SelectSurvey.NET hosted service already has a token registration with
Google because it is hosted on the SelectSurvey.NET domain, which has been approved for this.

All applications that access a Google APl must be registered through the Google Cloud Console
(https://cloud.google.com/console). The result of this registration process is a set of values (such as a client ID
and client secret) that are known to both Google and SelectSurvey.NET.

Please refer to the directions from GOOGLE, because they can change this process at any time at their
discretion. Below are the general directions for the process at the date of this writing 11-12-2013.

1. Select API's you need access to.
Select “GOOGLE + API” as shown in the screenshot below, so that it shows status “ON”. This is the only API
you need access to for SelectSurvey.NET to utilize the Google Apps Login feature. All other API status will

show “OFF”.
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{Y Google Cloud Consc * W ¥

€& — C B hitps//cloud.google.com/console#/project, o oo vzo iuos

Google C|0Ud COHSD|€- sbriggs@classapps.com | Sign out

< API Project HAME STATUS

Oveniew Google+ API [ on |

APls & auth Ad Exchange Buyer API

APls Ad Exchange Seller AP|

Registered apps

Consent screen Admin SDK

Notification AdSense Host AP

endpoints
AdSense Management AP

Permissions

Analytics AFI
Billing

Settings Audit API

Support
BigQuery AP

c te Engi
ompute Engine Blogger APl v3

Cloud Storage
Cloud SQL Books API

BigQuery @
9 v CalDAW AP Return to original console  Send feedback  Follow us  Privacy & Terms

2. Register the Web App.
After logging in to the cloud.google.com/console, click “REGISTER APP” it is a red button at the top of the
screen as shown in the screenshot below:
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J () Google Cloud Conse x \_ N

€ - C' B8 httpsy//cloud.google.com/console#/project/

Google Cloud Console

. HAME
Overview

Ll b ik

APls & auth
APls
Registered apps
Consent screen
Motification

endpoints

Then fill in the form with whatever name you want, and select "Web Application” as the Platform as
shown in the screenshot below.
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J © Google cloud consc « GG

« - . https://cloud.google.com/console#/project/~ "~ """ g nperamsp g - e — s Lgra 3T
Google Cloud Console sbriggs@classapps.com |
< API Project Register new application
“ou need to register your application to get the necessary credentials to call a Google AP
Cverview
MName My A
APls & auth y Ao
APls Platform (@ Web Application
Registered apps Android
Caonsent screen i0s
Matification endpoints Chrome
Mative windows Mabile, Blackbemry, desktop, devices, and more
Permissions
o
Settings
Shimnnrt

Click “Register”.
You will then see the below screen where you will click OAUTH2.0 Client ID.
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« - https://cloud.google.ccom/console#/project/” T e T
GOUgle Cloud Console sbriggs@classapps.com | Sign out
¢ API Project delete me Rename Delete

Web Application

Ovenview Use the controls below to set up your application’s authorization credentials. What you select depends on th
type of data your application needs to access.
APls & auth
APls » OAuth 2.0 Client ID

Access user data via a consent screen
Registerad apps

Consent screen » Certificate
Notification Access application-specific data that comes from a semver
endpoints
v Server Key
o Access data that comes from a server, and that is not associated with an account
Permissions
Billin
d » Browser Key
Settings Access data that comes from a browser, and that is not associated with an account
Support

Click OAUTH2.0 Client ID on screen above. Then in screenshot below, copy the values of “CLIENT ID” and
“‘CLIENT SECRET” into the SelectSurvey.NET Web.config as described in “Setup Step 2” of this manual.
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{" Google Cloud Conso x

€« - C | httpsy//cdoud.google.com/console#/project/38578351650/apiui/app/WEB/38578351650-v2

GOUSIQ Cloud Console sbriggs(@classapps
< API Project delete me Renan
Web Application
Qverview LIse the controls below to set up your application's authorization credentials. What you sele
type of data your application needs to access.
APls & auth
APl = OAuth 2.0 Client ID

Access user data via a consent screen
Registered apps

Download JSON
Consent screen
Motification CLIENT ID
endpoints —3 D binkAfwicig o tm e, 2pES. googleuserce
CLIENT SECRET
Permissions L T TR
Billing
Settings CONSENT SCREEN
Support Update
WEB ORIGIN

Compute Engine
https:/! or http://
Cloud Storage

Cloud SQL REDIRECT URI

BigQuery https:/f or http://

| Y T S | — [ T [ S T E— L |

3. Enter Web Origin and Redirect URI
Type in the fields "WEB ORIGIN” and “"REDIRECT URI” the below, then click "GENERATE".

WEB ORIGIN:
http://yourdomain.com (this would be your domain where the survey application is installed).

REDIRECT URI:
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http://yourdomain.com/LoginOpenAuth2.aspx (this would be your domain where the survey
application is installed and should contain “LoginOpenAuth2.aspx” which is the survey page that
handles the google login callbacks. This URL must be correct or the login will not work. If you
have your survey application in a sub folder it would be like this:
http://yourdomain.com/surveyfolder/LoginOpenAuth2.aspx

Click the "GENERATE" Blue button.
You are done with the Google Registration.
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{Y Google Cloud Consc = %"
€ - C | 8 https://cloud.google.com/console#/project/L oo cor . cov cpay apprane | crre e P Adrd —

Google C|0Ud COHSO|€ sbriggs@classapps.com | Sign out

< API Project Web App-project
Web Application

Overview Use the controls below to set up your application’s authorization credentials. What you select depends on the

type of data your application needs to access.
APls & auth
» QAuth 2.0 Client ID
Access user data via a consent screen

APls

Registered apps
Download JSON
Consent screen

Motification endpoints CLIENT 1D

PETICIIN .J.apps.googleusercontent.com

Permissions CLIENT SECRET

Billing ol
Settings

Support CONSENT SCREEN

Update
Compute Engine ‘ HTTE-/YOURDOMAIN.COM

WEB ORIGIN

Cloud St —_—
oud storage https://10.selectsurvey.net — +
Cloud SQL

BigQuery 2 REDIRECT URI ‘ HTTP:YOURDOMAIN.COM/LoginOpenAuth2.aspx
Cloud Development é.—-—-"’"

http://10.selectsurvey net/Demo-Google/LoginOpenAuth2 aspx  — +

Return to original console Send feedback Follow us Privacy & Terms

Setup Step 2: Adding Google Token to SelectSurvey.NET web.config

2. Put your Google Token in your SelectSurvey.NET WEB.CONFIG file.
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It is a requirement by Google for domains that access the Google API for Google Apps Federated Login to obtain
a token from Google with their domain in it. This domain will need to match the settings in the web.config of
SelectSurvey.NET as shown below. After registering with Google (To register with Google go here:
https://accounts.google.com/ServicelLogin?service=devconsole&passive=1209600&continue=https:
//code.google.com/apis/console/&followup=https://code.google.com/apis/console/), you copy the
token values from your Google account to the SelectSurvey.NET web.config. SelectSurvey.NET Server Software
has a web.config file with placeholders for the google tokens as shown below.

These tags will be found inside the <appSettings> section as below:

<!-- replace the x's and YOUR-DOMAIN with your own values -->
<add key="google_clientId" value="xxxxxxxx.apps.googleusercontent.com" />

<add key="google_clientEmail"” value="xxxxxxxxxx@developer.gserviceaccount.com" />
<add key="google_clientSecret"” value="XXXXXXXXXXXX" />

<!--change the url value to where the application is installed. Example:
http://10.selectsurvey.net/Demo-Google/LoginOpenAuth2.aspx -->
<add key="google_RedirectUrl" value="http://YOUR-DOMAIN.com/LoginOpenAuth2.aspx" />

<!-- change the value to where the application is installed. Example: http://10.selectsurvey.net/Demo-
Google -->
<add key="google_JavaScriptOrigin" value="http://YOUR-DOMAIN.com" />

Edit the web.config in notepad or text editor to change the value="x" to the values you were assigned by
Google.

You will also be required to set two other settings in the same web.config with the license key, and the switch
to turn on or off Google Apps login integration:

<!-- License Key for Google Apps/Open ID Integration Add-On -->
<add key="GOOGLE_APPS_LOGIN_LICENSE_KEY" value="paste in license key from purchase"/>

<l-- set to "yes" or "no" whether you want to use Google Apps/Open ID Integration-->
<add key="USE_GOOGLE_APPS_LOGIN" value="yes"/>

<!-- set to your domain for google apps so no other google domain users can authenticate. Example:
"yourdomain.com" If left empty, ANYONE with a google login can login.-->

<add key="GOOGLE_APPS_DOMAIN" value="yourdomain.com"/>
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The license key is emailed and also displayed on your customer account product downloads page on
classapps.com. You would copy the license key into the value=" paste in license key from purchase”
above.

If you want all google users with a login (all domains) to be able to take surveys, then leave the
“‘GOOGLE_APPS_DOMAIN” value="". If you leave the value empty, all domains can login. In most cases
you want to restrict login to your own domain for Google Apps.

Setup Step 3: Enable Federated Login Service in Google Apps Account

3. The Federated Login Service is disabled by default for Google Apps.
The domain admin with Google Apps can enable Federated Login Service from the Google Apps Control
Panel at http://www.google.com/a/cpanel/<your-domain>/Setupldp.

Step 4: Login with Google Apps Account and set Admin account

The first time any user logs in they are inserted into the sur_user table with the lowest role level (for taking
surveys). If the user already exists in the survey database, it uses the existing user account. After installing
the survey software, you will need at least one admin user. Login with the Google Apps account that you want
to set as the survey admin account. In the database find that user ID that was created with that username in
the sur_user table. The sur_user.username should be the same as the Google Apps username. Open the
Survey SQL database and find the row in the sur_user_to_role_mapping table that has that user_id and
update the role from role “1” to role “3” so that user will be set as the survey admin. Now logout and back in
with the new admin user. You will be able to set other users that are automatically synched to admin or create
role as well, by clicking “Users” then “Edit”, then selecting the user role from the drop down box in the survey
interface.
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[ SelectSurvey.NET Op x
€& - C | [} localhost/SelectSurveyNET-TRUNK/src/LoginOpenAuth.aspx?

SelectSurvey.NET

Sign in

Login using your Google Apps Login. You will be redirected to
Google to login.

Click Here to Login with Google

Google 1D:
Email/lUser Name:
First Name: Last Name:

If no domain has been entered into the web.config you will see the general google login as
below:
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Signin - Google Acc x

€« - C https://accounts.googIe.com/ServiceLogin?service:Iso&passive:‘I209600&c0n‘[inue:https://accoun‘[s.google.comjojoauthE/auth?response_‘rype%_%['ﬁ? =

~

Google

Sign in with your Google Account

Sheryl Briggs
sheryl@classapps.com

Password

Need help?

Sign in with a different account

One Google Account for everything Google

BEMe6OD 2> R

If you have specified a domain in the web.config you will see the login for that domain as
below:
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B https//www.google. x &
« - C https://www.gDogIe.com/a/classapps.com/ServiceLogin?service:Iso&passive:’I209600&c0ntinue:https://accounts.google.com/Q'if} =

ClassApps.com

SelectSurvey.NET is asking for some information from your ClassApps.com account. To see and approve the
request, sign in.

Sign in to your account at

ClassApps.com

Username: H ‘

@classapps.com

Password: ‘ ‘

Stay signed in

Can't access your account?

The user will be asked for permission to share their login and name with the application, the
user needs to click "Accept” on the screen below:
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Request for Permissi: x |

« > C 8 https:f/accounts.gDogIe.comfo/oauth2fauth?scope:https://wm.googleapis.com/authfuserinfo.profile%20https://wv'i,'l?- =

GOOSIE sheryl@classapps.com -

dhisopes soccsnen: SelectSurvey .NET ~

This app would like to:

b8l View your email address (1 ]

Wiew basic information about your account (5 ]

SelectSurvey NET and Google will use this information in accordance
with their respective terms of service and privacy policies.

If the user has never logged in before, they are logged in as user role=1, or “user” role, so that
they can only take surveys, or edit their account as below:
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11 SelectSurvey NET x WY

€ - C' [ 10selectsurvey.net/Demo-Google/Default.aspx

SelectSurvey.NET

¥ Select
i | Survey

You are successfully logged into the application.
Click here to edit your account. Click here to logout.

“four account has been granted permizzion to take surveys. Pleaze
enter the ID of the survey you wish to take in the box below.

Survey ID: |

| submit |
Questions? Contact the survey administrator at

sales@classapps.com

Powered by SelectSurvey. NETv4.100.000
© Copyright 2008 ClassApps.com

Reference Documentation:
Reference documentation from google is located here:

https://developers.google.com/google-apps/sso/openid reference implementation

OpenliD (http://openid.net)
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OpenID Connect Login Integration (AZURE Active Directory, Office 365,
OAuth2.0, IdentityServer3,Azure AD ID)

OpenlD Connect 1.0 is a simple identity layer on top of the OAuth 2.0 protocol. It allows Clients to verify the
identity of the End-User based on the authentication performed by an Authorization Server, as well as to obtain
basic profile information about the End-User in an interoperable and REST-like manner.

Fill in the Web.config section for Open ID login integration with the information from the app you want to integrate
with.

<!--

sk sk 5k 3k ok ok ok >k 3k ok 3k sk 3k ok 3k 5k 5k 5k ok 5k ok 3k 5k 3 ok 3 ok 3 5k %k 5k %k >k Kk k

Owin/IdentityServer3/0penID Connect/Social Authentication

sk sk 5k ok 5k ok 5k ok 3k ok 3k sk 3k ok 3k 5k 5k 5k ok 5k >k 3k 5k % ok 3 ok 3 5k 5k 5k %k >k Kk k k

-->
<!-- replace the x's and YOURDOMAIN with your own values -->
<l-- set to "yes" or "no" whether you want to use identityserver3 with azure AD ID Integration, which

uses openauth2-->

<add key="USE_OPENID_APPS_LOGIN" value="no"/>

<l--client id: to get client id, login to your Azure AD portal, copy “application id” and paste below -->
<add key="openid_clientId" value="000000000-0000-0000-0000-0000000000000"/>

<!--tenant id: (to get tenant id, login to your Azure AD portal, copy “Tenant ID” and paste below -->
<add key="openid_authority" value="https://login.microsoftonline.com/000000000-0000-0000-0000-
0000000000000" />

<!-Replace with your survey URL followed by “/LoginOpenID.aspx”: -->
<add key="openid_RedirectUri" value=http://yoururl.com/LoginOpenID.aspx />

<l—this is the text that will show on the login page button they click to login to Azure AD etc.: -->
<add key="openid_LoginButtonText" value="Perseus Azure AD"/>

<!—the below is optional and not required-->
<!-leave values blank for azure AD -->

<add key="openid_clientSecret" value=""/>
<add key="openid_metaDataAddress" value=""/>

Azure AD setup in the Azure AD portal: (see screenshots below)
a. Add the application in Azure AD portal.

b. Click “authentication” and add the acceptable end point URLs as shown. This must
match the URL in the web.config for “openid_RedirectUri”. If it does not, then you will
get a login error.

c. Click “ID Tokens” checkbox.
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M SelectSurveylocalTest - Microso X +

bIade/Microsoft_AAD_RegisteredAppS/AppIicationMenuBIade/Authenticatio n/appld/83a724c8-44a5-4f35-9df5-67 1b749effd5/isMSAApp/

AL Search resources, services, and docs (G+/) Tv @ 5333 ? P\j

Home > classapps.com > SelectSurveyLocalTest

Microsoft Azure @ Upgrade

) SelectSurveyLocalTest | Authentication =

[p Search (Ctrl+/) I « Save >< Discard QD Got feedback?

B .
B Overview o Got a second to give us some feedback? —

& Quickstart

# Integration assistant Platform configurations

Manage Depending on the platform or device this application is targeting, additional
redirect URIs, specific authentication settings, or fields specific to the platform.

B Branding

~+ Adda platform

Add your survey URL as
: shown

Certificates & secrets
~ Web Quickstart  Docs( ]ﬂ[

I Token configuration

Redirect URIs

-2 APl permissions

The URIs we will accept as destinations when returning authenticatiggfesponses (tokens) after successfully authenticating or signing out users. Also referred to as

& Expose an API reply URLs. Learn more about Redirect URIs and their restrictiog
“ App roles http://YourSurveyURL T
&2 Owners .
http://YourSurveyURL/LoginOpenl|D.aspx v I 0}
& Roles and administrators | Preview
Add URI
M Manifest

Support + Troubleshooting Front-channel loaout URL

Also you must set to allow ID tokens as shown in the screeshot below:
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M Configure Web - Microsoft Azure X

« > c

+

& portal.azure.com/?quickstart=true#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/Authentication/appld/83a724c8-44a5-4f35-9df5-671b749effd5/isMSAApp/

(0} Upgradel L Search resources, services, and docs (G+/)

sbriggs@classapps.com
CLASSAPPS.COM (CLASSAPPS.C...

F\’_‘J

Home > classapps.com > SelectSurveylocalTest

) SelectSurveyLocalTest | Authentication =

IP Search (Ctrl+/) l «

i Overview
& Quickstart

# Integration assistant

Manage
-]
D

Branding
Authentication

Certificates & secrets

Token configuration
APl permissions
Expose an API

HL App roles
Owners

&
m

Roles and administrators | Preview

Manifest

Support + Troubleshooting
Vi Troubleshooting

2 New support request

save X Discard Q Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be requi
redirect URIs, specific authentication settings, or fields specific to the platform.

+ Adda platform

Supported account types
og
Who can use this application or access this API?

@ Accounts in this organizational directory only (cl
O Accounts in any organizational directory (Any Az

Help me decide...

A\ Due to temporary differences in supported functionality, we don’t recommend enabling personal Micros
accounts for an existing registration. If you need to enable personal accounts, you can do so using the mani

Configure Web >

< All platforms Quickstart  Docsg

*Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

Enter the redirect URI of the application

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

e.g. https://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-pag
architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web APl via
JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
web apps that use hybrid authentication, select only ID tokens. Learn more about tokens.

Select the tokens you would like to be issued by the authorization endpoint:

D Access tokens (used for implicit flows)

editor. Learn more about these restrictions.

ID tokens (used for implicit and hybrid flows)

Advanced settings
Allow public client flows o}

Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more7!
* No keyboard (Device Code Flow) Learn more!
* SSO for domain-ioined Windows (Windows Intearated Auth Flow) Learn morer?

Set the “"Manifest” > “acceptMappedClaims”: true,
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gy SelectSurvey | Manifest

—| Ve SCANG Upload Download Got feedback?
w Overview B ook -
I Successfully updated application.

& Quickstart

# Integration assistant The editor below allows you to update this application by directly madifying its J

Manage
" e
B Branding & properties "acceptMappedClaims™:
access |okenAccepteaversion :
“"addIns": [],
Certificates & secrets "allowPublicClient™: null,
“appId”:
Token configuration “a les™: [].

Authentication

APl permissions

Expose an API desd . null,

b s ~osoftStatus”:
"groupMembe 1

O - O = _m

NS identifierUris™: [],

Roles and administrators

Manifest

Support + Troubleshooting "marketing”:
-
I'»
Troubleshooting "keyCredentials™: [],
"knownClientApplications”

support request i
& New support reque: “logoUrl™: null,

To find the values to put in the web.config:
Get Client ID

Login into your azure account.

Select azure active directory in the left sidebar.
Click Enterprise applications.

Click All applications.

Page 67 of 112

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



|I l
classapps
Select the application which you have created.

Click Properties.

Copy the Application ID .

Find tenant ID through the Azure portal
Sign in to the Azure portal.

Select Azure Active Directory.

Select Properties.

Then, scroll down to the Tenant ID field. Your tenant ID will be in the box.

Test.
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41 SelectSurvey v5 Login X +

< - C & 43selectsurvey.net/t /Login.aspx W A

. SELECTSURVEY.NET V5.0
You will see

a login
button for
Azure AD

with the text
you put in
web.config

LOGIN WITH  AZURE AD

The first time you login you will see this screen, click “Accept”:
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O
B8 Sign in to your account X °

< C @ loginmicrosoftonline.com/79dcd4c5-8c21-4aaa-a03d-ad9d27e6e036/0auth2/authorize?client id=83a724c8-44a5-4f35-9df5-671b749effd5&redirect_uri=http%3a%2f%2flocalhost%3a49754%2f&... & R ‘

BS Microsoft
sbriggs@classapps.com

Permissions requested

SelectSurveyLocalTest
classapps.com

This application is not published by Microsoft.
This app would like to:
\~ Sign in and read user profile

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

CAS Login Integration

The Central Authentication Service (CAS) is a single sign-on protocol. SelectSurvey.NET provides additional
alternative login integrations.

Fill in the Web.config section for CAS login integration with the information from the app you want to integrate
with.

<!--
3k >k 3k 3k 3k >k 5k 3k >k 3k 3k %k >k 5k %k >k 5k 5k %k >k %k >k >k 5k >k >k 5k 3k %k >k 3k %k % >k %k %

CAS Authentication
sk sk 5k ok 5k ok 5k ok 3k 5k 3 ok 3k ok 3k 5k 5k 5k ok 5k ok 3k 5k 3 ok 3 ok 3k 5k %k 5k %k k Kk k
-->
<!-- values: yes or no-->
<add key="USE_CAS_AUTHENTICATION" value="no"/>
<!-- example value="https://centrallogin.yourschool.edu/"-->
<add key="CAS_URL" value="https://centrallogin.yourschool.edu"/>
<!-- AD User Account -->
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<add key="CAS_UserName" value="XXXX"/>
<add key="CAS_Password" value="****"/5

Standard (AD) Active Directory Login Integration with Login box
(Also options for AD + SSO, LDAP, SAML, NTLM)

Each time a user logs in with their network Active Directory login, their data is imported or updated into the survey
application (nothing is every updated in Active Directory), therefore it is synched at every login (survey roles and
survey related info is maintained through the synchs) and no import of data is necessary. No Active Directory
passwords are stored in the survey application or its database. If no Active Directory data exists for survey
required fields such as email address, an administrator must fill those in within the survey application in the user
edit page. These values will not be over-written by the synch if they remain empty in Active Directory.

The following pages are different or only used for active directory integration:

e Web.config

e LoginActiveDirectory.aspx/cs

e Other pages may be disabled or coded to behave differently:
o forgot my password (disabled)

user edit

user add

user registration (disabled)

user buttons in the app

edit my account

O O O O O

Step 1:

Login to admin tools with non AD login (default admin/admin) click “admin tools”.
Click “Application wide settings”

Select “yes” from the drop down box next to “Use ActiveDirectory for login”

Click “Save”

Logout and delete cookies so that the next time you login it will use your AD login.

Edit the web.config to contain your active directory settings.

<l--
sk 5k 3 5k 5k 3k sk 5k 3k 3k 5k 3k 5k >k 3k 3k 5k 5k 3k sk 3k 3k >k >k 3k %k 5k 3k >k >k 5k k >k k Kk

AD FS ActiveDirectory Federated Login Claims Based Login Integration
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ok ok ok ok K ok K ok ok ok ok oK koK kK ok K ok ok ok ok K Kk KOk Kk K

-->
<add key="USE_ADFS_LOGIN" value="no"/>

<l--
3k >k 3k 3k 3k >k 5k 3k >k >k 3k >k >k 5k %k >k 5k 5k %k >k %k 3k >k 5k >k >k 5k 3k %k >k 3k >k % >k %k %

LDAP Authentication
3k 3k 3k sk >k 3k ok ok 3k ok 3k Sk ok >k >k ok ok 3k sk ok >k sk ok >k sk ok >k skook >k skook ko k ki ok
-->
<!--ACTIVE DIRECTORY SETTINGS (CASE SENSITIVE!) UPDATED in v4.069.004 PLEASE CHECK VALUES-->

<!-- the below setting is for using the old AD code versus the new AD code that uses the new .net
AD classes -->

<!-- default is "no" -->

<add key="USE_OLD_AD_CODE" value="no"/>

<!--Prepopulate domain text box on login page? yes/no -->
<add key="POPULATE_DOMAIN_TXTBOX" value="yes" />

<!-- disable domain text box-->
<add key="DISABLE_DOMAIN_TXTBOX" value="no" />

<!--Domain = "test.com"; -->

<!--For multiple domains in drop down box, separate with a semicolon:
domain.com;domain2.com;domain3.com -->

<add key="Domain" value="test.com" />

<!--if using NEW: Default Root OU = "DC=test,DC=com" -->
<!--if using OLD: Default Root OU = "LDAP://test.com" -->
<add key="ADPAth" value="DC=localhost" />

<!--Service User -->
<add key="ADUser" value="administrator" />

<!--Service User Password -->
<add key="ADPassword" value="123" />

<!--if using NEW: Default OU = "DC=test,DC=com” (no longer used in NEW)-->
<l--if using OLD: Default OU = "OU=DeveloperDepartment,"” -->
<add key="ADUsersPath" value="" />

<!-- (only used in NEW) -->

<l-- list of group name restrictions separated by comma (leave empty for no user group
restrictions): Test Users, Administrators--»>

<add key ="ADUserGroupRestriction" value=""/>

<!--the below allows login with UPN. acceptable values are yes/no default is no-->
<l--setting to yes will hide domain text box and you must use domain email address for login -->
<add key="USE_AD_UPN_LOGIN" value="no" />

<l--setting to turn on display of debug info on the login page to assist with setting up AD
integration (TURN THIS OFF WHEN YOU ARE DONE!)-->

<!--valid values are "on" and "off" when "on" error stack trace and line # info will display on
bottom of AD login page when "off" no info will display. -->

<add key="AD_DEBUG_MODE" value="off"/>
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<!--If NTLM passthrough is activated the identity will be picked up by the browser (IE only) and
the user will never see the login page. They will be automatically logged in wtih their network identity
username in which all their survey activity will be stored. -->

<!-- valid values are "yes" and "no" -->

<add key="USE_NTLM_PASSTHROUGH_AUTHENTICATION" value="no"/>

<!-- required for NTLM passthrough to work otherwise regular AD login will show -->
<add key="FORCE_NTLM_PASSTHROUGH_AUTHENTICATION" value="no"/>

<!-- first checks SSO service (checks for ServerVariables["HTTP_SM_USER"]), then NTLM (checks for
ServerVariables["LOGON_USER"] internal uses NTLM auth for above AD network-->

<!-- possible values "yes" or "no"-->

<add key="SSO_EXTERNAL_NTLM_INTERNAL_PASSTHROUGH_AUTHENTICATION" value="no"/>

<!-- the below setting is the user role that is assigned to all users that are automatically
created via AD login-->
<!-- valid values are "1" for user or "2" for create role or "3" for admin role with the default

being 1 (user role) -->
<add key="DEFAULT_USER_ROLE_FOR_LOGIN_SYNCH" value="1"/>

<!--END OF ACTIVE DIRECTORY SETTINGS -->
<l--
3k 3k 3k 3k >k 5k 5k %k >k 5k 3k >k 5k 3k %k >k 3k >k >k >k %k >k 5k 5k %k >k 5k 3k >k >k 3k >k >k %k k %

-->

Config settings for both at bottom of web.config:

By default the web.config is set to use regular forms authentication and the various login types are handled via
code. In order to switch authentication type from regular forms authentication (survey login page handled) to
Active Directory/NTLM you uncomment the Active Directory section, and comment out the non Active Directory
authentication section.

Below is the default web.config authentication section set for Non Active Directory:

<!--NON ACTIVE DIRECTORY: -->
<authentication mode="Forms">
<forms name=".ASPXAUTH" protection="Al1l" timeout="240" loginUrl="Login.aspx"
slidingExpiration="true"/>
</authentication>

<!--ACTIVE DIRECTORY: -->

<!--<authentication mode="Forms"><forms name=".ASPXAUTH" timeout="240"
loginUrl="LoginActiveDirectory.aspx" path="/" slidingExpiration="true" /></authentication>-->

<!--END OF ACTIVE DIRECTORY -->
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Below is the default web.config authentication section set for Active Directory:
<!--NON ACTIVE DIRECTORY: -->
<!-- <authentication mode="Forms">
<forms name=".ASPXAUTH" protection="Al1l" timeout="240" loginUrl="Login.aspx"
slidingExpiration="true"/>
</authentication> -->

<!--ACTIVE DIRECTORY: -->

<authentication mode="Forms"><forms name=".ASPXAUTH" timeout="240"
loginUrl="LoginActiveDirectory.aspx" path="/" slidingExpiration="true" /></authentication>

Non Active Directory Setting:

o Regular Forms Authentication using survey logins,

Google federated login

Middleware or Identity Server 3 login

CAS login

Automated 3™ party login

Social Login (facebook, linked in, google, etc.)
e Azure
Active Directory Setting:
e Active Directory domain login using survey login page with domain drop down
¢ Active Directory NTLM/pass through login which authenticates to an Active Directory domain

e Azure Active Directory.

Step 2:
Add one admin user to your database.
Make sure nulls are allowed in the sur_user.password field.

Open the sur_user table and add a row with the AD username and AD password for the admin user. Then open
sur_user_to_role_mapping table and add role 3 for that user. (use the existing admin user that is already in both
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of these tables as an example but do not delete the admin user that is there) This is because the first time users
login to the survey application with AD authentication, if the user is not already in the database, they will be set at
the lowest permission level in the survey app which is “user” role, which they can only take surveys, not create
them. So you need to set the one admin role so you can login with that to modify users that need admin or create
roles later.

Open the sur_user table and make sure the “password” column allows null.

If this is not set you will get the error: Error:Field 'sur_user.user_password' cannot be a zero-length
string when you attempt to login with AD.

Step 3 IIS 6:

Configure AD permissions on web folder in IIS 7 (or higher):
Authentication tab in IIS 7:

For Regular AD integration where it will display a login box the IIS 7 settings should look exactly
like this screenshot:

e Anonymous is Enabled
e ASP.NET Impersonation is Enabled
e Forms Authentication is Enabled

e Windows Authentication is Disabled
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*®E Internet Information Services (II5) Manager H=1
@@ [3 » BLRSZRI7-24 b Stes » DefaultWebSte b SelectSurvey b |& - M@

File Wew Help

@ i |2 |8, -1? Authentication Enable

- &5 Start Page

-85 BLRSZR17-24 (APPTESTiadminis Group by: o Grouping hi @ rep
i+ [ Application Paols Hame_~ | Status | Response Type | Online Help
=& Sites Anomymous Authentication Enabled
43 Defaul web Sire ASPMET Impersanation Enabled
[ aspnet_dient Forms Authentication Enabled HTTP 302 Login/Redirect.
= SelectSurvey W Authenticatio yisables HTTE 401 Challengs

[ App_Browsers
- App_Themes
- {7 bin

] cClientInclude
- FlashCharts
[ Generatedimage
&[] Help

- [ JavaScriptSpellC)
=p

MediaPlayer

| Resources

- Services

- {7 SimpletediaPlay:
- UploadedImage:
[ UserCantrols

4| | » | =1 Features \iew |- Content View
Configuration: ‘localhost’ applicationHost.config , <location path="Default Web Site/SelectSurvey" qi:i

£  Authentication

[ ]
A

LS|

Group by: Mo Grouping hé

Marme = | Status | Response Type |
Anonymous Aukthentication Enabled

ASP.MET Impersonation Enabled

Basic Authentication Disabled HTTP 401 Challenge

Digest Authentication Disabled HTTP 401 Challenge

Forms Authentication Enabled HTTP 302 LoginfRedirect
Windows Authentication Disabled HTTP 401 Challenge

IIS authentication screen should look exactly like this (unless you are using NTLM in which
anonymous needs to be disabled):

If you cannot find the option for windows authentication in IIS, see below “Install Windows
Authentication” sections.
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Advanced Settings ;_:z—; - &u
B (General) =
MET Framework Versicn w20
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName DefaultAppPool =
Queue Length 1000
Start Automatically True
B CPU |
Limit 0
Limit Action Mohction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
B Process Model
ApplcationPoolldentity )
Idle fTime-out (minutes) 20
Loaﬁ:er Profile False
Maximurm Worker Processes 1
Ping Enabled True -
Identity
[identityType, username, password] Configures the application poel to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.
oK I [ Cancel

* Select the "Identity” list item and click the ellipsis (the button with the three dots).

Set the Process Model Identity to ApplicationPoolldentity instead of Network Service.

Create an AD service user account:

When authenticating to single or multiple domains, create a user in all domains with the same
username and password and also on the local IIS machine with the same username and password.
In IIS set this user as the “"anonymous IIS” user account.
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New Liser n E
Uszer name: IsurveyADserviceuser
Full marne: Isuwe_l,.l AD service uzer
CDlescription: I
Pazzword: I............
LCanfirm paszward: I""""""

[T Wszer must change password at nest logan
¥ Usger cannot change password

¥ Password never expires

[ Account is disabled

Help | Create I Cloze |

In IIS set this user as the “anonymous IIS” user account.
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- £ O (23

B web - WordPad

=— File Edit View Insert Format Help

w D=8 SlR] ) 4o &

age |

Elnternet Information Services (IIS) Manager
alis @@ [q P BLRSZR17-24 » Sites » Default Web Site P SelectSurvey b

Jre Hle  Miew Help

i
@ 1 121 18 &)  Authentication

Disable
& start Page Edit...
:;E B ig ELRSZRI? 24 [APPTESTadminisl | C/OWPEY? Mo Grouping _
st Jc_‘ Application Poals hlame + | status | Response Type | @ Help
- = j Sikes Ananymous Authentication Enablzd Oniline Help
=~ B Defaul Web Site ASP.NET Impersanation Enshled
rter "] aspnet_client Forms Authentication Enahlzd HTTP 302 LoginfRedirect
Lo 3 Selectsurvey ‘Windows Authentication Disabled HTTP 401 Challenge
- | App_Browsers
age -1 #spp_Themes
ks -1 hin
dule -7 ClientInclude Edit Anonymous Authentication Credentials x|
[ FlashCharts
-] Generatedimage ANanymous user identity:
vel [ Help £+ Specific usar:
s j JavaScriptSpellC TUsR
20 Os
JKE :I MediaPlayer " application pool identity
201 - Resources

-] Services
-] SimpleMediaPlay -~ | P |

[ Uplnadedimage: Set Credentials HE
B[] UserControls s

User name:

IsurveyADserviceuser

Password:

Confirm password:

Carcel

J | ) Erswm]

Configuration: localhast' applicationHost. config , <location path="DeFault Web Site/SelectSurvey" =

Delegate this user to “read all user info” in AD.
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ctive Directory Users and Computers

File  Action Wiew Help

| Active Direchory Users and Comput | Mame Type | Description

[ Saved Queries | Builkin builtinDomain

SREE)AppTe n | Computers Container Default container for upgr,
+ [ ] Builtin 2| Domain Controllers Organizational Unit Default container For dom,
7 || Computers | ForeignSecurityPrincipals Container Default conbainer For secu,
# (2] Domain Controllers | Users Container Default container For upgr,
+ | | ForeignzecuritvPrincipals

| Users

ol

| MF

v Ep Crystal Reports templates fol

Page 80 of 112

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



C |assa pps
& 124124684 - Remote Desktop Connection ' ! i

Delegation of Control Wizard

Welcome to the Delegation of
= _ Control Wizard

d | Description
€O
£t 4 This wizard helps you delegate control of Active Directary _
RS ohjects. 'ou can grant users permiszion bo manage users, Default container for upgr.
|.' - groups, computers, organizational unitz, and other objects Default containes For darn.
’ ztored in Active Directory Domain Services. Default container For secu

To continue, chick Mest. Default container For upgr,

fessional

3.5 SPZ (x88) ENU
3.5 SPZ (x64) ENU
L Server Compact
ime w1.0 {x64) EN
5 MET w20 (x64) E
ices w1.0 {x64) EN
w10 (x64) EMU

| gp e

anagement Objec

By Microsoft SQL Server 2008 RZ Data-Tier App
Microsoft SOL Server 2008 R2 Data-Tier Applicatic

Current component iz installing,
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& 124124684 - Remote Desktop Connection

Users or Groups )
Select one or more ugers of groups bo whom pou want to delegate contral, 5_(']

| Description

Selected users and groups: Nefault container For upgr.

Select Users, Computers, or Groups EH llt container For dam,

Ut container For secu,
llt container For upgr,

Select thiz object bppe:

|User$, Groupz. or Builtin gecurity principals Object Types..

From thiz location:

fessional
|AppTest.Eom Locations...

Enter the object names to select (examples):

A0 Service User [survendD serviceuser Test.Com Check Mames

FEb

e e e e

ime w1.0 {x64) EN
O NET w20 (x4 E
ices w1.0 {x64) EN
v1.0 (x64) ENU

Adwanced... ak. | Cahicel

< Back | | Cancel

1.4
anagement Objec

Data-Tier Applicatic

| ﬂ Data-Tier Applicatic
Iransact-S0QL Langt

B Microsott SharePoint Developer Tools

Microsoft Yisual Studio 2010 ADO.MET Entity Fram

Inztalling Microzoft SharePoint Developer Tools...

Page 82 of 112

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



classapps

Delegation of Control Wizard

Tasks to Delegate )
'ou can zelect common tagks or customize your own, |f‘]

| Description

* Delegate the fallowing common tasks:

O Create, delete, and manage user accounts -~
[0 Feset user passwords and force password change at next logon

Read all user information

O todify the membership of a group

O Jain a computer ta the domain

O t4anage Group Policy links

[0 Generate Fesultant Set of Policy [Planning] _Ij
| 3

|

" Create a custorn task to delegate

< Back | MHedt | Cancel Help

Default container For upgr,
Defaulk container For dann.
Default container For secu,
Default container For upgr,

|

& 124124684 - Remote Desktop Connection : :

fessional

ime w1.0 {x64) EN
O NET w20 (x4 E
ices w1.0 {x64) EN
v1.0 (x64) ENU

1.4

anagement Objec
Data-Tier Applicatic
Data-Tier Applicatic
Iransact-S0QL Langt

+ Tools

v %

TITeT T T T o o T

Microsoft ¥isual Studio 2010 ADO.NET Entity

Inztalling Microzoft Yisual Studio 2010 ADO.MET Entity Framework, Tools...

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.

Page 83 of 112



1Rl |
cIassapps

Now all domains users properties synch in SelectSurvey.NET when logging in from any trusted
domain.

[} BLRSZR17-Z4'SOLEXPRESS.SelectSurvey - dbo.sur_user - Microsoft SQL Server Management Studio (Administrator)
Eile Edit “iew Project Debug Query Designer  Tools  Window  Help

PGl S B Sewquery (PR E T & B9 - -5 |3 | - | = e
i) gl m) 2| changeTyper | ¥ s | [ | E ] <

Connect = .’jﬂ 3;2 m T E S user_id USErmane | register_date | user_password | first_name | last_name
=1 dba.sur_library_validation ;I 3 adrmin ALEL admin Joe User
8 dbo.sur log 104 sUrveyuser 2013-03-06 08:58:19.187 Survey Lser
= dbe.sur_login_log —
= dba.sur_operator 106 testuser 2013-03-07 08:11:22.573 test user
= dbo.sur_optout ALLL AL ALEL ALEE ARLEL ALEE

= dba.sur_page
= dbo.sur_page_condition
= dbo.sur_prostores
= dbo.sur_prostores_sn
= dba.sur_question_grouping
= dbe.sur_report_fiker
= dbe.sur_report_share
= dbo.sur_response
[ dbo.sur_response_answer
= dbo.sur_response_hidden_field
= dbo.sur_responselogic_message
= dbo.sur_review_camments
= dba.sur_role
= dbe.sur_secondary_val
= dbo.sur_subitemn
E dbo.sur_survey
[ dbo.sur_survey_folder
= dbo.sur_survey_ta_falder_mapping
= dba.sur_survey_ta_group_map
= dbo.sur_survey_ta_group_map_ad
= dba.sur_survey_to_item_mapping
= dbo.sur_survey_type
= dbo.sur_survey_type_to_item_type_m
E dbo.sur_template
= dbo.sur_user
= dbo.sur_user_preferences
[ dbe.sur_user_ta_group_map
= dbo.sur_user_ta_rale_mapping
= dbo.sur_validation
= dbe.sur_xml_generator
L Miews
[ Synonyms
[ Programmability
[ Setvice Broker
[ Storage
[ Security
[ Security
[ Server CObjects
3 Replication

1 of3 | b Kk

How the Active Directory Integration behaves:

When user logs in, their active directory info is automatically added to the sur_user table as the lowest role user
(can take surveys).
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This means there is no import necessary and nothing else required to synch the data between Active Directory
and the survey app.

Each time the user logs in, the data is synched from the Active Directory data to the survey tables except for
survey specific properties like survey role.

When survey role (user/create/admin) is edited in the survey app this will stay until edited from within the survey
app.

User edit/delete in survey app does not edit or delete user in Active Directory.

How to enable NTLM for IIS 7:

When NTLM is enabled, users will not see the AD login page, but will be directed either into a
survey or into the survey list page depending on their user role.

Make sure you do not use debug mode with the force NTLM passthrough authentication setting, as
this would cause an infinite loop of redirects.

1. Set the NTLM specific settings in the web.config:

<!--If NTLM passthrough is activated the identity will be picked up by the browser (IE only) and the
user will never see the login page. They will be automatically logged in wtih their network identity
username in which all their survey activity will be stored. -->

<!-- valid values are "yes" and "no" -->

<add key="USE_NTLM_PASSTHROUGH_AUTHENTICATION" value="yes"/>

<!-- required for NTLM passthrough to work otherwise regular AD login will show -->
<add key="FORCE_NTLM_PASSTHROUGH_AUTHENTICATION" value="yes"/>

(lower portion below:)

<authorization>
<allow users="*" />
</authorization>

<!--NTLM Integrated Windows Authentication -->
<identity impersonate="false" />
<authentication mode="Windows">
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2. Set the Authentication in IIS:

NTLM requires that anonymous authentication be disabled in IIS, and windows authentication must
be enabled with application user passthrough authentication set in IIS.

NTLM authentication should match the below screenshot exactly:

Ed  Authentication

:I Group by: Mo Grouping v
Mame = | Status | Fesponse Type
nonymous Authentication Disabled
ASP MET Impersonation Disabled
Basic Authentication Disabled HTTP 401 Challenge
Forms Authentication Enabled HTTP 302 LoginfRedirect
‘Windows Authentication Enabled HTTP 401 Challenge

When clicking to login the user is redirected straight into the survey or into the survey list
page depending on permissions.
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® SelectSurvey.NET - Windows Internet Explorer

6@ - Igl http:fflocalhost/SelectSurvey/default, aspx j |§| |z| ILive Search |E|
5} & @SelectSurvev-NET @ i . @ y @Eage " @Tgols il

SelectSurvey.NET

1 . Select
i | Survey

If you would like to loyg into the application, please
click here.

Please enter the ID of the survey you wizh to take in the box below.

Survey ID: ||

Submit

Guestions? Contact the survey administratar st
sales@classapps com

| ’_ ’_ ’_ ’_ ’_ ’_ I@K.‘g Local intranet | Protected Mode: OFf | Hol00% v 4

Or if the user is user role 1, then they can only take surveys or logout.
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,_'_'fSeIectSurvey.HET - Windows Internet Explorer

6@ - |g, http:iilocalhostfSelectSurvey /Default, aspx j |§| |z| ILive Search |,Cl Y|
Ty ofr & SelectSurvey. NET @ - - @ - @Eage - @Tgols = ¥

SelectSurvey.NET

I Select
i | Survey

You are successfully logged into the application.
Click here to edit your account. Click here to logout.

Your accourt has been granted permission to take surveys. Please
enter the D of the survey you wish to take in the box below.

Survey ID: ||

Submit

Guestions? Contact the survey sdministrator st
sales@classapps .com

Done ’_ ’_ ’_ ’_ ’_ ’_ lﬁﬁ, Local intranet | Protected Mode: OFf | Hol00% v 4

The default installation of IIS 7 does not include the Windows authentication role service. To use Windows
authentication on IIS, you must install the role service, disable Anonymous authentication for your Web site or

application, and then enable Windows authentication for the site or application.

Note: After you install the role service, IIS 7 commits the following configuration settings to the ApplicationHost.config
file.

|<windowsAuthentication enabled="false" />

Windows Server 2008 or Windows Server 2008 R2 Install Windows
Authentication

1. On the taskbar, click Start, point to Administrative Tools, and then click Server Manager.
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2. In the Server Manager hierarchy pane, expand Roles, and then click Web Server (lIS).
In the Web Server (lIS) pane, scroll to the Role Services section, and then click Add Role Services.
4. On the Select Role Services page of the Add Role Services Wizard, select Windows Authentication, and
then click Next.
Lustom Logging (Installed)
ODEC Logging (Installed)
= Security (Installed)
Basic Authentication (Installed)
Windows Authentication
Digest Authentication (Installed)
Client Certificate Mapping Authentica'
115 Client Certificate Mapping Auther

IURL Authorization (Installed)
Reguest Filtering (Installed)

5. On the Confirm Installation Selections page, click Install.

6. On the Results page, click Close.

Windows Vista or Windows Install Windows Authentication

On the taskbar, click Start, and then click Control Panel.

In Control Panel, click Programs and Features, and then click Turn Windows Features on or off.
Expand Internet Information Services, then World Wide Web Services, then Security.

Select Windows Authentication, and then click OK.

[ e e il |

[] | Basic Authentication

] . Client Certificate Mapping Auther
[] | Digest Authentication

[] |, IS Client Certificate Mapping Aut
[l 0 IP Security

| Request Filtering

[] | URL Authorization

I%] Windows Authentication

A wn o=

How to enable Windows authentication in 1IS 7

1. Open Internet Information Services (11S) Manager:
o If you are using Windows Server 2008 or Windows Server 2008 R2:
* On the taskbar, click Start, point to Administrative Tools, and then click Internet Information

Services (1IS) Manager.
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o If you are using Windows Vista or Windows 7:
* On the taskbar, click Start, and then click Control Panel.
* Double-click Administrative Tools, and then double-click Internet Information Services (lIS)
Manager.
2. In the Connections pane, expand the server name, expand Sites, and then the site, application, or Web service
for which you want to enable Windows authentication.
Scroll to the Security section in the Home pane, and then double-click Authentication.

4. In the Authentication pane, select Windows Authentication, and then click Enable in the Actions pane.

If you are using NTLM disable anonymous authentication, otherwise leave it enabled.

0 Authentication

Group by: Mo Grouping @

Name = | statu:
Anonymous Authentication Enahbl
ASP.MET Impersonation Disabl

Basic Authentication Enahil

How to enable NTLM:

Disable anonymous authentication in IIS7 authentication screen for this web site.

Enable pass through authentication in IIS7 for this web site (see screenshot below).
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|| Fie view hep {Edithpplicatl'on 2] % ]

Connections

- Site name:  Default Web Site
o SelectPollPreCom
- | Path: I
Bl | SelectSurvey_Projd
ol SelectSurveyASPa ) o
Alias: Application pool:

5[] SelectSurveyMaya

|- SelectSurveyNETL SelectSurveyMNET3 DefaultippPool Select...

M= SelectSurveyNETZ) | Exarnple: sales

b [ SelectSurveyNET2 _ '|
|| b7 selectsurveyngT2| | Physical path: '
' ‘H? 5!.?|ECtSUWE}I'NE|— Chinetpubiwwwrooth SelectSurveyMET3 |

: ?".:I _do notincludl|  pass-through authentication
L P ._:l APP_CDdE
| —

-] App_Data Connect as... Test Settings... ]

[ - | App_GlobalRey

{.:o nnect As M

Path credentials:

() Specific user,

| s
@ Application user (pass-through authentication)
oK | Cancel |
=
(1S 7)
Step 4:
Test.

How the Active Directory Integration behaves:

When user logs in, their active directory info is automatically added to the sur_user table as the lowest role user
(can take surveys).

This means there is no import necessary and nothing else required to synch the data between Active Directory
and the survey app.
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Each time the user logs in, the data is synched from the Active Directory data to the survey tables except for
survey specific properties like survey role.

When survey role (user/create/admin) is edited in the survey app this will stay until edited from within the survey
app.

User edit/delete in survey app does not edit or delete user in Active Directory.

Browser NTLM Configuration: IE Browser

IE:

1) from |IE browser select Tools menu, choose "Internet Options"
2) click the security tab

3) select the local intranet icon

4) click the "Sites" button

5) click the "Advanced " button

6) add your selectsurvey installation URL to the local intranet zone.
7) click the add button then click ok.

Page 92 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



classapps

¥ rES A

. This zone is for all websites that are
found on your intranet.

_ Use the settings below to define which websites are induded in
the local intranet zone,
Automatically detect intranet network
[ ]indude all local (intranet) sites not listed in other zones
[ ]indude all sites that bypass the proxy server
[ ]indude all petwork paths (UMCs)

What are intranet setifjgs? I Advanced I
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You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
hitp:/fwww. diaryofaninja.com |A.|:H|

Websites:
| Remove |

) AUmomManc logon with current user name and password |j
(7) Prompt for user name and password
v

‘l—u—l

*Takes effect after you restart Internet Explarer

Reset custom settings
Resetto: | Medium-ow (default)
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'~ Gecurity Information
Windows Firewal: On

Windows Updates: Install updates automatically using
a managed updating service

Adrminiskratars:

'ﬁl " on (Recommended)

'@ i~ on (Recommended)

classapps
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& Configure Updates
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New GPO Ed

Harme:

IEI:::I::er Cool utomatic Logon For my sitez]

Source Starter GPO:

I [hane] j
k. I Cancel |

Security Zones and Content Ratings

hwkmdnmhd brlh- ﬁdw&ﬂ*r

Ww
ﬁ' mmmc«mw
- mhmwmm

o ]
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Internet Explorer Enhanced Security Configuration | x|

Y'ou have chogen to impaort settings that are compatible with computers that don't
hawve the Internet Explarer Enhanced Securty Configuration enabled. These
zecunty zettings will be ignored on machines where the enhanced zecurity
configuration iz enabled.

Toimport zettings for users where the enhanced security confiquration izn't
enabled, click Continue.

To impoart zettings for the enhanced securnty configuration, click Cancel, then install
the enhanced securty configuration and import the enhanced security settings
from the presious dialog.

To import gettings for users who login to computer in bath gcenanios, configure a
GPO/EAKPackage for each scenano and deploy both packages to the zame
LizErs.

Cancel |

Browser NTLM Configuration: Firefox Browser

Firefox:
About > Config
network.automatic-ntim-auth.trusted-urls Value: SurveyServername
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This might void your warranty!

Changing these advanced settings can be harmful to
the stability, security, and performance of this
application. You should only continue if you are sure
of what you are doing.

Show this warning next time

!l'llbncalduLlE{mﬁst'.i

Eilter: ntlm

Preference Mame + Status  Type Value
network.auth force-generic-ntlm default boolean  false
network.auternatic-ntlm-auth.allow-proxies  default boolean  true
network.automatic-ntlm-auth.trusted-uris default  string
‘network.ntlm.send-Im-response default boolean false

O network.automatic-ntlm-auth.trusted-uris

| http://www.diaryofaninja.com, http://diaryofaninja.

|{}K ||Can|:rJ|
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Click the link to go to the selectsurvey login.aspx page and the page will never show you will automatically be
logged in and forwarded to the survey list page, or if a user, to the survey.

Mapping AD User Fields to SUR_USER Survey User Fields

SelectSurvey.NET has a built in capability of mapping custom fields from AD to the Survey User.

To access this feature, login as admin user, then click *Admin Tools”, “ActiveDirectory User Map”.
See the screenshots below for an idea of the fields that you can map between AD and Survey.
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V5:
= SELECTSURVEY.NET V5.0 Ja)\

Dashboard ActiveDirectory User Property Mapping

Enter the proper

Survey User Field ActiveDirectory User Property

Username (sur_user.username) SAMAccountName (Default AD setting)

Username (sur_user.username) userPrincipalMame (Default AD setting if 15t returns null)

Username (sur_user.username) HttpContext.Current.User.|dentity.Name (Default NTLM setting)

IUsername (sur_user.username) Request.ServerVariables["LOGON_USER"] {Default NTLM setting if 1st returns null)
Register Date (sur_user.register_date) n/a (User registration feature is not used with AD)

User Password (sur_user.password) n/a (User password is not stored with AD integration)

Password Hint {sur_user.password_hint) n/a (Password hint is not used with AD integration)

First Name (sur_user.first_name) |gi\.renNarre |

search.PropertiesToLoad.Add("givenMame")

Last Mame (sur_user.last_name)

|SI'I

search.PropertiesToLoad.Add("sn")

Email Address (sur_user.email_address)

|"nail

L . search.PropertiesToLoad.Add("mail")
Current Position (sur_user.current_position)

[ritle |

Company (sur_user.company) company

- ) search.PropertiesToLoad.Add("company™)
Location (sur_user.location)

StreetAddress
Custom Data 1 (sur_user.custom_data_1) search.PropertiesToLoad.Add("StreetAddress")
Custom Data 2 (sur_user.custom_data_2)

Custom Data 3 (sur_user.custom_data_3)

Custom Data 4 (sur_user.custom_data_4)
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Appendix D: Common Errors/Solutions

Below are some common errors and how to resolve them.

There is a variable in web.config “Show admin tools” yes/no. When this is set to yes, a tool icon will display in the
upper right corner of application when logged in as admin user. Click the tool icon, then there is a variety of
admin tools to help with install and configuration.

Error: Ambiguous match found.

Solution: You are using the wrong version of the .net framework, right click the web site folder in iis and check
on the .net framework tab to make sure it is pointing to the correct version 3.5 of the .net framework.

Error: Database error.

Solution: Click browse in IIS on the server to see if there is an error connecting to the database. If the login
page comes up and is functioning, then normally this means everything is working. If you get an error, then check
the web.config connection string for typos, and check the security of the SQL user to make sure the user is
database owner of your survey database and archive database.

Error: Object reference not set to an instance of an object.trace: at
SelectSurveyNET.SurveylListPage.Page Load

Solution 1: Make sure you have upgraded your database to add new columns. See releasenotes.txt in the
upgrade zip file, check all database changes from version you were using, to new version.

Solution 2: If you are running the application on a sharepoint server, you need to add variables to the web.config
so that login authentication will retain user.context.

Sharepoint variables: (add to system.web section in web.config.)
<trust level="Full" originUrl=""/>
<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7fl11d50a3a"™ />

</httpHandlers>

<httpModules>
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<add name="Session" type="System.Web.SessionState.SessionStateModule"/>
<add name="FormsAuthentication" type="System.Web.Security.FormsAuthenticationModule"/>

<add name="PassportAuthentication"
type="System.Web.Security.PassportAuthenticationModule"/>

<add name="UrlAuthorization" type="System.Web.Security.UrlAuthorizationModule"/>
<add name="FileAuthorization" type="System.Web.Security.FileAuthorizationModule" />
</httpModules>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

Appendix E: Preferred Hosting Providers

Hosting provider must allow control panel ability to add asp.net application folder. If they don’t, then you will most
likely have to create a support ticket to wait for them to add it for you.

The below hosting providers have asp.net permissions and asp.net application folders that you can configure
through the control panel: (this is not a complete list)

Intermedia.net

Godaddy.com

Appendix F: Windows Sharepoint Services

Hosting the survey application on a server that has Microsoft Sharepoint Services installed will require some
tweaking for security to work.

Sharepoint security will over-ride security to the Survey application (or any other 3™ party application) without
following the below steps:

(The below is an excerpt from http://support.microsoft.com/kb/828810)

Add Sharepoint information to Select Survey web.config:
You'll have to both add an excluded path and clear out the HTTP handlers in
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web.config. In your web.config file, add these directives immediately after
<system.web>.

Example 1: (default)

<!--SHAREPOINT START: DEFAULT SHAREPOINT ADDITIONS —-->
<trust level="Full" originUrl=""/>

<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"™ />

</httpHandlers>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

<!--SHAREPOINT END -->

Here is another example of a more complicated sharepoint addition to the survey web.config (add directly under
system.web section in web.config):

Example 2: (complex)

<!--SHAREPOINT START -->

<trust level="Full" originUrl=""/>
<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"™ />

</httpHandlers>
<httpModules>
<add name="Session" type="System.Web.SessionState.SessionStateModule"/>
<add name="FormsAuthentication" type="System.Web.Security.FormsAuthenticationModule"/>

<add name="PassportAuthentication"
type="System.Web.Security.PassportAuthenticationModule"/>

<add name="UrlAuthorization" type="System.Web.Security.UrlAuthorizationModule"/>
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<add name="FileAuthorization" type="System.Web.Security.FileAuthorizationModule" />
</httpModules>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

<!--SHAREPOINT END -->

You can also find more information on google groups and the Microsoft support site.

Appendix G: Web Farm Configuration

SelectSurvey.NET can be configured for web farms or web gardens by following the instructions below to make a
simple change to the web.config file. ASP.NET session state lets you share session data user-specific state
values across all machines in your Web farm. Now a user can hit different servers in the web farm over multiple
requests and still have full access to her session.

The default setting for session state in the SelectSurvey.NET web.config is “inProc” session state
because its performance is faster than all the different types of session states. For SelectSurvey.NET to
run without session errors on a web farm or web garden scenario, the session state must be changed
from “inProc” to “StateServer” in the web.config as described below:

To configure an ASP.NET application to use StateServer mode, in the application's Web.config file do
the following:

« Set the mode attribute of the sessionState element to StateServer.
o Set the stateConnectionString attribute to tcpip=serverName:42424.

The following example shows a configuration setting for StateServer mode where session state is
stored on a remote computer named samplestateServer:

<configuration>
<system.web>
<sessionState mode="StateServer"
stateConnectionString="tcpip=SampleStateServer:42424"
cookieless="false"
timeout="20"/>
</system.web>
</configuration>

Read the items below concerning proper setup of the servers on the webfarm.
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StateServer
. - In a web farm, make sure you have the same <machineKey> in all your web servers. See KB
313091 on how to do it.
. - Also, make sure your objects are serializable. See KB 312112 for details.
o - For session state to be maintained across different web servers in the web farm, the

Application Path of the website (For example \LM\W3SVC\2) in the IIS Metabase should be
identical in all the web servers in the web farm. See KB 325056 for details

Additional information on Microsoft.com:

More information can be found here: http://www.eggheadcafe.com/articles/20021016.asp

Web-Farm Session State ASP.NET session state lets you share session data user-specific state
values across all machines in your Web farm. Now a user can hit different servers in the web farm over
multiple requests and still have full access to her session.

http://msdn2.microsoft.com/en-us/library/ms178586.aspx

SQLServer Session store

To enable storage of session state in SQL Server, update the web.config, and configure the SQL Server
database to store the session state.

1) Update the web.config by changing the “mode” from “InProc” to “SQLServer”:  <sessionState
mode="SQLServer" stateConnectionString="tcpip=127.0.0.1:42424" sqlConnectionString="data
source=127.0.0.1;Trusted_Connection=yes" cookieless="false" timeout="20"/>

2) Open the visual studio command prompt and type in “aspnet_regsql” to open the wizard

for configured SQL to store session data:

C:\Program Files (x86)\Microsoft Uisual Studio 11.0\UC>aspnet_regsql
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éi Welcome to the ASP .NET SQL Server Setup Wizard

This wizard creates or configures a SQL Server database that stores information for ASP.NET applications services
{membership. profiles, role management, personalization and SQL Web event provider).

To configure the database for these features individually or for additional features such as session state or SQL cache
dependency. run aspnet_regsgl at the command line. For help with command line options. use the "-7" switch.

Click Mext to continue.

= Previous e Finish
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éi Select a Setup Option

What database task do you want to perform?
(®) Configure SQL Server for application services

This option runs a script that creates a new database or configures an existing database to store information for
ASP.NET membership. profiles. role management. personalization and SQL Web event provider.

() Rernove application services information from an existing database

This option removes information about ASP.NET membership, profiles, role management, personalization and SQL
Web event provider from the database. Mote: This process cannot be undone.

Note:
To configure the database for additional features such as session state or SQL cache dependency, run aspnet_regsql at
the command line. For help with command line options, use the "-?" switch.

Finish

Page 107 of 112

III I

classapps

an Atomic Design, LLC Company

© Copyright 2008 Atomic Design, LLC. All rights reserved.



1
classapps

5 Select the Server and Database

Specify the SQL Server name, database name to create or remove, and the credentials to use when connecting to the
database.

Note: The credentials must identify a user account that has permissions to create or rermove a database.

Server. /ATOMIC7\SQLEXPRESS|
[+ Windows authentication
[} SQL Server authentication

User name:

Password:

Database: <default=

Finish

A new database called “aspnetdb” will be created on the SQL server.

Page 108 of 112

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



1
classapps

a The database has been created or modified.

You should now configure the provider for membership. profiles. role, personalization and SQL Web event provider to
reflect the changes you made in this wizard. If you have removed application services information from the database. be
sure to change the provider to reference a different data store.

To close this wizard, click Finish.

= Previous Mex Finish

Developer reference: http://www.codeproject.com/Articles/416137/Understanding-Session-Management-
Techniques-in-ASP

Appendix H: Single Sign on with SQL Membership Provider

SelectSurvey.NET provides integration with Single Sign on using MS SQL Membership Provider as an optional
feature. Below are instructions for configuring the Single Sign on feature.

When the membership provider is activated, the application authenticates to the membership provider database,
and then tries to find the user with the same “username” in the sur_user table in the survey database. If it finds it,
the user is redirected into the survey list page.

The user enters their username and password into the survey login.aspx page, it authenticates to your
membership provider database, then looks in the survey database for the matching user and redirects them into
the survey list page (depending on the user’s role level).r

The users in the survey database still need to synch with whatever single sign on you are using. You can either
write a custom provider to do the synching or you can modify the source code of the survey application to add in
the synching upon login if membership provider is used on the login.aspx.cs page the same way we wrote the
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synching for the AD/NTLM page LoginActiveDirectory.aspx.cs. Source code must be purchased to make this edit
in the survey application side. If the synching happens from your custom provider, it can create the user directly
in the database upon authentication.

1) Edit the web.config file section below:

<l-- If you are using the survey app in a single sign on environment, enter the details of the membership provider
in the <membership> node further down in this file. -->

<add key="UseMembershipProvider" value="no" />

2) Edit the web.config section as follows: Incluede a <membership>
configuration in the <system.web> section as shown:

<membership defaultProvider="SqlMembershipProvider">
<providers>

<add name="SqglMembershipProvider"
type="System.Web.Security.SglMembershipProvider" connectionStringName="ASPNETDB"
requiresUniqueEmail="true" maxinvalidPasswordAttempts="25" minRequiredPasswordLength="4"
minRequiredNonalphanumericCharacters="0" requiresQuestionAndAnswer="false"
applicationName="/SelectSurveyNET"/>

</providers>

</membership>

3) Configure a <connectionString> element with the name “ASPNETDB”.

That is the connection string to the authentication database. It is required in
addition to the connection string to the SelectSurvey.NET database. Below
is a condensed version of what the web.config file should look like:

<?xml version="1.0" encoding="UTF-8"7>
<configuration>

<connectionStrings>
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<add name="ASPNETDB” connectionString="Data
Source=xxx.xxxx.Xxxx.xxxx;Initial
Catalog=xxxxxx;UID=xxxxxxxx; Password=xxxxxx”
providerName="System.Data.SqlClient” />

</connectionStrings>
<appSettings>

--all your app settings go in here. along with your existing SelectSurveyNET
connection string

<add key="UseMembershipProvider” value="yes” />
<add key="SURVEY_APP_DB_DRIVER” value="OleDb” />

<add key="SURVEY_APP_CONNECTION” value="Provider=SQLNCLI;Data
Source=xxx.xxxx.Xxxx.xxxx;Initial
Catalog=SelectSurveyNET;UID=xxxxxx;Password=xxxxx" />

-- other settings...

</appSettings>

<system.web>

<membership defaultProvider="SqlMembershipProvider">
<providers>

<add name="SqlMembershipProvider"
type="System.Web.Security.SqlMembershipProvider" connectionStringName="ASPNETDB"
requiresUniqueEmail="true" maxinvalidPasswordAttempts="25" minRequiredPasswordLength="4"
minRequiredNonalphanumericCharacters="0" requiresQuestionAndAnswer="false"
applicationName="/SelectSurveyNET"/>

</providers>
</membership>

</system.web>
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Appendix I: Minimizing File Upload Feature Vulnerability

The “"Respondent File Upload” feature and all features that allow uploading of images or files pose a
potential risk for malicious files to be uploaded.

How to Allow File Upload while minimizing risk:

e Make sure you are using the latest version of SelectSurvey.NET v4.077.012 or later OR you
have disabled the file upload question type AND removed write permissions on the
"UploadedImages" folder.

e Make sure you have antivirus installed and running on the web server and that it is scanning
the UploadedImages folder, or the folder you have specified for the "Respondent File Upload"
question type.

e Make sure the folder specified for respondent file uploads is isolated and permissions on that
folder are limited only to that folder.

e Train survey designers to specify file restrictions when adding the "Respondent File Upload"
question type on a survey (the edit item page has checkboxes to restrict files to specific
types)

¢ Make sure the web.config that only allows static files in the UploadedFiles folder (or
whatever folder you have specified in admin tools>application wide settings for this) is there
(can be copied from v4.077.012 or later from UploadedImages folder)

e Remove any files from the UploadedImages folder that are not static. That includes .html,
.htm, .asp, .aspx, etc.

Make sure you run windows updates on the web server

e Follow Microsoft Security Recommended Best Practices

Make sure you are doing daily backups of files and databases on the server.

How to Disable file uploading and eliminate risk:

Remove folder and file permissions on the file upload folder designated in Admin Tools >
Application Wide Settings. By default this is the “UploadedImages” folder on the web server right
beneath the survey web folder itself.

How to Disable the “"Respondent File Upload” Question Type:

To disable the ability for survey designers and administrators from adding the “"Respondent File
Upload” question type to a survey, login as an admin user, click "Admin Tools” > “Activate/De-
Activate Question Types”. Select the "Respondent File Upload” question type from the drop down
list and click the arrow to move it to the disabled list of questions. If you are disabling file upload,
you should also disable the question type, so that it does not show up as an option in the
application.
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